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Section I 

Independent Service Auditor’s Report 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

 

 
 
 

Independent Service Auditor’s Report 
 
 
To Members of the State of Colorado State Legislative Audit Committee 
 
 
We have examined the accompanying description of controls provided by the Office of CBMS, 
the Department of Health Care Policy and Financing (HCPF) and the Department of Human Ser-
vices (DHS) relative to the Colorado Benefits Management System (CBMS).  Our examination 
included procedures to obtain reasonable assurance about whether (1) the accompanying descrip-
tion presents fairly, in all material respects, the aspects of CBMS’s controls that may be relevant 
to a user organization’s internal control structure; (2) the controls included in the description 
were suitably designed to achieve the control objectives specified in the description, if those con-
trols were complied with satisfactorily and user organizations applied the controls contemplated 
in the design of CBMS’s controls; and (3) such controls had been placed in operation as of June 
30, 2005.  The control objectives were specified by the management of the Office of CBMS, 
HCPF and DHS.  Our examination was performed in accordance with the standards established 
by the American Institute of Certified Public Accountants and included those procedures we 
considered necessary in the circumstances to obtain a reasonable basis for rendering our opinion. 
 
In our opinion, the accompanying description of the CBMS controls presents fairly, in all mate-
rial respects, the relevant aspects of CBMS’s controls that had been placed in operation as of 
June 30, 2005.  Also, in our opinion, the controls, as described, are suitably designed to provide 
reasonable assurance that the specified control objectives would be achieved if the described 
controls were complied with satisfactorily and user organizations applied the controls contem-
plated in the design of CBMS’s controls. 
 
In addition to the procedures we considered necessary to render our opinion as expressed in the 
previous paragraph, we applied tests to specific controls listed in Section V of this report, to ob-
tain evidence about their effectiveness in meeting the related control objectives, described in the 
Control Objectives Matrices of Section V, during the period from January 1, 2005 to June 30, 
2005.  The specific controls and the nature, timing, extent and results of the tests are listed in the 
Control Objective Matrices of Section V.  This information has been provided to user organiza-
tions of CBMS and to their auditors to be taken into consideration, along with the information 
about the internal control of user organizations, when making assessments of control risk for user 
organizations.  In our opinion the controls that were tested, as described in the Control Objective 
Matrices of Section V, were operating with sufficient effectiveness to provide reasonable, but not 
absolute, assurance that the control objectives specified in the Control Objective Matrices of Sec-
tion V were achieved during the period from January 1, 2005 to June 30, 2005.  However, the 
scope of our engagement did not include tests to determine whether control objectives not listed 
in the Control Objective Matrices of Section V were achieved; accordingly, we express no opin-
ion on the achievement of control objectives not included in the Control Objective Matrices of 
Section V. 



 

 

 

The relative effectiveness and significance of specific controls at CBMS and their effect on as-
sessments of control risk at user organizations are dependent upon their interaction with the con-
trols and other factors present at individual user organizations.  We have performed no 
procedures to evaluate the effectiveness of controls at individual user organizations. 
 
The description of controls at CBMS is as of June 30, 2005, and information about tests of the 
operating effectiveness of specific controls covers the period from January 1, 2005 to June 30, 
2005.  Any projection of such information to the future is subject to the risk that, because of 
changes, the description may no longer portray the system in existence.  The potential effective-
ness of specified controls at CBMS is subject to inherent limitations and, accordingly, errors or 
fraud may occur and not be detected.  Furthermore, the projection of any conclusions, based on 
our findings, to future periods is subject to the risk that (1) changes made to the system or con-
trols, (2) changes in processing requirements, or (3) changes required because of the passage of 
time may alter the validity of such conclusions.   
 
This report is intended solely for use by the Members of the State of Colorado State Legislative 
Audit Committee and management of the Office of CBMS, HCPF and DHS, the user organiza-
tions, and the independent auditors of the user organizations.   
 
 
 
February 16, 2006 
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Section II 
Report Summary 
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Authority, Standards, and Purpose/Scope of Examination 

This examination of the general controls over the Colorado Benefits Management System 
(CBMS) was conducted under the authority of Section 2-3-103, C.R.S., which authorizes the Of-
fice of the State Auditor to conduct audits of all departments, institutions and agencies of state 
government. This examination was conducted in accordance with standards established by the 
American Institute of Certified Public Accountants (AICPA).  The period under review was 
January 1, 2005 through June 30, 2005.  
 
SAS 70 Overview 
The SAS 70 (Statement on Auditing Standards No. 70, Service Organizations) is an auditing 
standard developed by the American Institute of Certified Public Accountants (AICPA).  The 
SAS 70 provides guidance that allows a service organization to disclose its control activities and 
processes to its customers (user organization) and its customer’s auditors (user auditor).  The 
service organization employs an independent accounting and auditing firm (service auditor) to 
examine its control objectives and control activities.  The service auditor issues a Service Audi-
tor’s Report to the service organization at the end of the examination that includes the auditor’s 
opinion.  There are two types of Service Auditor’s Reports:  Type 1 and Type 2.  A Type 1 report 
describes the service organization’s description of controls at a specific point in time, while a 
Type 2 report includes the service organization’s description of controls.  For a Type 2 report, 
the service auditor tests the service organization’s controls on a sample basis over a minimum 
six-month period.   

In this case, the Office of the State Auditor engaged BKD, LLP to conduct a SAS 70 Type 2 ex-
amination of CBMS, which is a service organization from the perspective of county departments 
of social services and Medical Assistance (MA) sites, or user organizations. 
 
Objectives of the Examination 

This report on examination of controls placed in operation is intended to provide interested par-
ties with information sufficient to understand the basic structure of controls within CBMS.  This 
report, when coupled with an understanding of controls in place at user locations, is intended to 
permit evaluation of the total system of internal control surrounding transactions processed 
through the reviewed systems. 

Our examination was restricted to selected services provided to system users by CBMS including 
users of the CBMS application and, accordingly, did not extend to controls in effect at user loca-
tions.  It is each interested party’s responsibility to evaluate this information in relation to con-
trols in place at each user location in order to assess the total system of internal control.  The user 
and CBMS portions of the system must be evaluated together.  If effective user controls are not 
in place, CBMS controls may not compensate for such weakness. 
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Auditors using this report as part of their review of a user’s system of internal controls may con-
clude that CBMS’ description of controls provides a basis for reliance thereon and for restricting 
the extent of their substantive tests.  Alternatively, user auditors may elect not to rely on controls 
within CBMS’ system.  In that event, they should accomplish their audit objectives by other 
means. 

The objectives of data processing controls are to provide reasonable, but not absolute, assurance 
about such things as: 

 Protection of data files, programs and equipment against loss or destruction. 
 Prevention of unauthorized use of data records, programs and equipment. 
 Proper handling of input and output data records. 
 Reliable processing of data records. 

 
The concept of reasonable assurance recognizes that the cost of a system of internal control 
should not exceed the benefits derived and, additionally, that evaluation of internal control nec-
essarily requires estimates and judgments by management. 

Summary of Audit Comments 

A complete listing of our recommendations from this year’s examination and management’s re-
sponses may be found in Section III – Recommendation Locator.  Additional detail regarding the 
following recommendations may be found in Section V – Information Provided by the Service 
Auditor. 

It should be noted that in many instances, the recommendations are the logical result of excep-
tions noted during the examination.  However, a recommendation may refer to control objectives 
and activities that did not exhibit an exception during the examination.  In these instances, we 
found through our testing that CBMS successfully met the objective but we are making a rec-
ommendation to offer improvements to current established controls. 

The following summarizes the findings contained in this report: 
 
• Adequately trained staff is a critical component of an effective system of internal control.  A 

failure to respond to user training requests and the absence of monitoring the effectiveness of 
current training efforts can result in improper system usage, inaccurate user data input and 
incorrect benefit payments.  OCBMS, DHS and HCPF should ensure that user training re-
quests are met in a timely fashion.  

• We found the DHS help desk lacks effective communication with users, particularly relating 
to standards on how to follow up on open tickets.  It was also noted that a goal to monitor er-
ror trends among counties was not completed.  OCBMS and DHS should improve the DHS 
help desk function by following up on help desk tickets in a timely manner and monitoring 
error trends at the counties.  
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• The ability to restore a previous version is critical in the event a software update encounters a 
critical or fatal flaw.  Maintaining clear documentation of the status of production and previ-
ous versions of software is critical to achieve this goal.  OCBMS, DHS, and HCPF should 
take steps to monitor EDS’ source code back up version documentation.   

• The Office of CBMS (OCBMS), Department of Human Services (DHS) and Department of 
Health Care Policy and Financing (HCPF) are responsible for ensuring that controls over 
CBMS are adequate so that benefit payments are appropriate.  Therefore, OCBMS, DHS and 
HCPF should assume the responsibility of contracting for future SAS 70 Type 2 examina-
tions. 

• As a primary service provider for CBMS, controls in place at EDS can have a significant im-
pact on the controls in place at CBMS.  OCBMS, DHS and HCPF should expand the scope 
of future SAS 70 Type 2 examinations to include Electronic Data Services (EDS) services 
provided to the state.  

• An effective risk assessment process provides important guidance when reviewing and im-
plementing controls to ensure the confidentiality, integrity and availability of information.  
Risk assessment activities should occur at the entity (organizational) and activity (specific 
project) levels.  OCBMS, DHS, and HCPF should create and implement an entity- and activ-
ity-based risk assessment framework. 

• Best practices and federal requirements dictate annual updates to strategic plans.  Current 
planning documents date back to 2003.  OCBMS, DHS, and HCPF should implement a proc-
ess to update strategic planning and align business objectives with the strategic plan on an 
annual basis. 

• Current and accurate internal policies and procedures help to ensure appropriate actions are 
taken by management and staff, and help to maintain continuity of business activity.  
OCBMS, DHS, and HCPF should periodically perform and document a review and update of 
internal policies, procedures and standards to reflect changing business standards. 

• Documentation of employee review of key responsibilities is fundamental to the concepts of 
audit, human resource management and sanction requirements.  This helps to verify that em-
ployees understand job responsibilities.  OCBMS, DHS, and HCPF should implement a proc-
ess to ensure that employees understand their roles and responsibilities. 
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Recommendation Locator 

No. 
Figure 

Reference(s) Recommendation 
Agency  

Response 
Implementation 

Date 
1 23.2 and 23.7 Take steps to prioritize and meet training 

needs requested by CBMS system users. 
Agree December 2006 

and Ongoing  
2 22.5, 22.8 and 

24.6 
Implement standards and processes regarding 
DHS help desk ticket follow up and monitor-
ing of county error trends. 

Agree December 2006 

3 14.5 and 14.8 Implement a backup and production version 
control status report with EDS. Agree August 2006 

4  10.1, 21.1 and 
similar 

Assume the responsibility of contracting for 
SAS 70 Type 2 examinations.   Agree February 2007 

5  10.1, 21.1 and 
similar 

Expand future SAS 70 Type 2 examinations 
of CBMS to include EDS services provided 
to the State.   

Agree February 2007 

6 6.1 – 6.8 Implement an entity and activity risk assess-
ment framework. Agree September 2006 

7 1.1 Institute a process to align business objec-
tives with the strategic plan and update annu-
ally. 

Agree September 2006 

8 5.3 and 22.10 Document the periodic review and update of 
internal policies, procedures and standards to 
reflect changing business conditions. 

Agree August 2006 

9 2.2 Implement a process to ensure roles and re-
sponsibilities documented in Position De-
scription Questionnaires (PDQs) are 
reviewed and signed off by employees. 

Agree July 2006 
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Section IV  
Information Provided by the Colorado Benefits  
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Description of Colorado Benefits Management System Controls 

A.  Background    

This report describes the controls surrounding administration and eligibility, tracking and proc-
essing functions of the Colorado Benefits Management System (CBMS).  CBMS is defined as a 
system that supports a single-purpose application in a one stop environment and integrates client-
based automated systems to improve worker productivity and client services.  Additionally, 
CBMS is intended to speed access to all welfare and medical programs through automated eligi-
bility determination, improve continuity of care through coordinated eligibility processes, maxi-
mize coordination of benefits through use of a single client identifier, and improve efficiency of 
application and eligibility processing by sharing common processes.  
 
The CBMS initiative focused on consolidating and eliminating existing antiquated legacy sys-
tems in an effort to streamline and standardize eligibility determinations.  On September 1, 2004, 
CBMS replaced the following six data collection and eligibility systems: 

 
• Client Oriented Information Network (COIN) 
• Colorado Automated Food Stamp System (CAFSS) 
• Colorado Automated Client Tracking Information System (CACTIS) 
• Food Stamps Job System (FSJS) 
• Colorado Adult Protection Service (CAPS) 
• Child Health Plan Plus (CHP+) 

 
CBMS was jointly developed by the Department of Human Services (DHS) and Department of 
Health Care Policy and Financing (HCPF).  A significant planning effort went into the develop-
ment of an integrated automated system to support programs and clients of both Departments.    
 
Colorado Department of Human Services 
 
The Department of Human Services (DHS) is solely responsible, by statute, for administering, 
managing and overseeing the delivery of the State’s public assistance and welfare programs 
throughout the State of Colorado.  Services such as cash assistance, food stamps and job training 
and education are delivered through local county departments of social services, as well as 
through contracts with public and private human services providers.  The State’s role in deliver-
ing these programs is to provide technical assistance to the county departments of social services, 
interpret state and federal law, promulgate rules, write federal plans, allocate funds based on es-
tablished guidelines, request appropriations from the General Assembly to administer the pro-
grams, and develop statewide training. 
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The Office of Information Technology Services (ITS) within DHS develops, maintains and oper-
ates software applications and provides customer service, strategic ITS planning, and data ad-
ministration for DHS’s administrative and program functions.  ITS oversees the CBMS technical 
infrastructure within DHS. 
 
Colorado Department of Health Care Policy and Financing 
 
The Department of Health Care Policy and Financing (HCPF) is the single state agency respon-
sible for Medicaid and Children’s Health Plan Plus (CHP+) medical programs.  These publicly 
funded programs are administered by HCPF for which Medicaid provides health care services to 
eligible needy or disabled persons and the CHP+ program provides health care for children 18 
years or younger in low income families for which the child in not eligible for Medicaid.  Medi-
cal benefits are paid through the Medical Management Information System (MMIS) based upon 
client eligibility information passed to the MMIS from CBMS. 

 
HCPF is responsible for creating a system to collect and maintain client information, monitor 
user performance with eligibility determination, and assure proper program eligibility policy is 
utilized by the 64 county departments of social services and medical assistance (MA) sites.  Cur-
rently, HCPF contracts with two MA sites. 

 
Within HCPF, there are three sections that are directly related to the CBMS project.  The Eligi-
bility Section provides clear policy for the variety of programs and sub-programs that make up 
the Medicaid, CHP+, and state only programs.  The Eligibility Operations Section provides de-
tailed support to CBMS users to facilitate accurate and timely data entry and case handling.  
Within the Information Technology Division, the Eligibility Systems Section is responsible for 
all eligibility systems that support the medical programs and oversees the CBMS project and 
vendors. 
 
CBMS Project History 
 
The difficulties in maintaining and constantly modifying the previous legacy eligibility systems 
to implement numerous federal policy changes had not only affected the performance of these 
systems, but also the productivity of staff making eligibility determinations.  System users had 
decreased levels of confidence and satisfaction with the performance of these stand-alone sys-
tems.   
 
The initial Advanced Planning Document for CBMS was prepared and approved in May 1995 
and a CBMS Request for Proposal (RFP) was developed and released at that time.  Eligibility 
Management Systems, Inc. (EMS) was selected as the successful vendor in August 1995 to con-
duct a Feasibility Study, IT Study, Business Process Reengineering and Conceptual Design.  
With finalization of the contract on September 1, 1996, the CBMS Reengineering/Feasibility 
Study project was initiated. 
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The state’s management team established eight project objectives for the CBMS project: flexibil-
ity, integration, simplification, timeliness, communication, accountability, fairness and effi-
ciency.   
 
In December 1998, the Department of Human Services and the Department of Health Care Pol-
icy and Financing outsourced the development of CBMS and a Development Request for Pro-
posal (RFP) was put out for bid.  On July 14, 2000, DHS awarded Electronic Data Systems 
Corporation (EDS) with the contract to develop and maintain the base application of CBMS.  
The CBMS development contract was signed by the State, thus approving EDS’s development 
tool suite, project development methodology, the managing of the hardware and its technical ar-
chitecture.  The contract required EDS to provide eight years of service, including three years of 
development and five years of maintenance.  The State also contracts with Dynamic Resource 
Corporation to provide the CBMS pre-implementation training.  
 
Between January 2005 and May 2005, The CBMS Management Team was made up of CBMS 
Directors from both DHS and HCPF.  Effective June 1, 2005, the Governor issued an Executive 
Order to establish the Governor’s Office of the Colorado Benefits Management System.  Accord-
ing to the Executive Order, the Office of CBMS (OCBMS) is to be accountable for the overall 
control of CBMS from a direction, planning, management, and delivery perspective.  The Office 
is to provide common oversight and coordination of the state management of CBMS.  From June 
2005 forward, directors from both DHS and HCPF, along with the Office of CBMS shared the 
responsibility for managing CBMS. 
 

B.  Purpose of CBMS Description of Controls 

This description of CBMS controls is intended to provide county users of CBMS and independ-
ent auditors of such users with information about the control features of functions provided by 
CBMS for the purpose of enabling the county users’ independent auditors to plan their audits.  
This report has been prepared taking into consideration the guidance provided by the American 
Institute of Certified Public Accountants Statement on Auditing Standards No. 70 “Reports on 
the Processing of Transaction by Service Organizations,” the requirements of Statement on Au-
diting Standards No. 78, and other information provided by CBMS staff. 
 
There are two types of SAS 70 examinations:  Type 1 and Type 2.  A Type 1 examination de-
scribes the service organization’s description of controls at a specific point in time, while a 
Type 2 examination includes the service organization’s description of controls.  For a Type 2 re-
port, the service auditor tests the service organization’s controls on a sample basis over a mini-
mum six-month period.   
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C.  Relevant Aspects of the Control Environment 

Control Environment 
 
The control environment creates the foundation for effective internal control, establishes the atti-
tude and character at the executive level, and stands for the summit of the CBMS governance 
structure.  An essential part of the CBMS management methodology to manage risk is the con-
trol environment, which is the collective effect of various factors on establishing, enhancing and 
maintaining the effectiveness of specific controls.  The control environment reflects the overall 
attitude, awareness and actions of directors, management and employees concerning the impor-
tance of controls over CBMS.  These factors are replicated in the CBMS personnel policies and 
procedures, and management control formation.  
 
The CBMS control environment includes the CBMS governance process, monitoring and report-
ing.  The governance process includes the CBMS strategic plan, the CBMS risk management 
process, compliance and regulatory management, policies, procedures and standards.  Monitor-
ing and reporting are required to ensure that CBMS is aligned with business requirements. 
 
CBMS management is designed to help assure that CBMS adds value to the business and CBMS 
risks are mitigated.  This also includes a CBMS organization configuration that supports ade-
quate segregation of duties and promotes the accomplishment of the organization’s objectives.   
 
Strategic Planning 
 
A strategic plan helps to provide direction and focus for all employees.  It points to specific re-
sults that are to be achieved and establishes a course of action for achieving them.  Also, a strate-
gic plan helps various work units within an organization align themselves with common goals.   
 
The State contracted with Eligibility Management System (EMS) in September 1996 to design a 
strategic plan for the development of CBMS.  The plan included nine deliverables:  
 

• Colorado Department of Human Services and Colorado Department of Health Care 
Policy and Financing business objectives and needs 

• Business Process Reengineering Study 
• Information Technology Study 
• CBMS Feasibility Study 
• CBMS Conceptual Design 
• CBMS Detailed Design (Requirements and Change management included) Document 
• Implementation Advanced Planning Document 
• Implementation Request for Proposal   
• Project Management 
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In January 2002, the project underwent major re-planning efforts and the original strategic plan 
was revised.  EDS/State Contract Amendment numbers 7, 8 and 9 were completed during the 
period of January 2005 through June 2005. 
 
CBMS Organization and Relationships 
 
These controls are intended to provide reasonable assurance that the CBMS organization is re-
sponsible for managing all aspects of the CBMS environment.  From January 2001 through De-
cember 2004, CBMS was supervised by a management team made up of CBMS directors from 
both DHS and HCPF, as well as a manager and deputy contracted through American Manage-
ment System (AMS), a consulting firm that specializes in project management.  In addition to the 
upper level management, more specialized managers were in place including an application man-
ager, test manager, change management manager, an implementation manager and a training 
manager.   
 
The CBMS management team’s approach to CBMS is to deliver quality services and products to 
the State’s user community.  To accomplish this, the management team focuses on team integra-
tion, organizational structure, management methods and tools as well as involving stakeholders 
in CBMS activities.  The CBMS management team has experience managing projects of all 
sizes.   
 
On December 31, 2004, the contract with AMS expired and was not renewed as the effort was 
funded for development and the system was in production.  Between January 2005 and May 
2005, the CBMS Management Team remained as discussed above.  As discussed earlier, on 
May 27, 2005, the governor issued an Executive Order to establish the Governor’s Office of the 
Colorado Benefits Management System (OCBMS) effective June 1, 2005.  According to the Ex-
ecutive Order, the Office of CBMS is to be accountable for the overall control of CBMS from a 
direction, planning, management, and delivery perspective.  The governor appointed the 
OCBMS Director, who functions in the role of manager.  Additional specialized managers were 
placed under the OCBMS Director, including a deputy director, an application manager, test 
manager, a project management officer, business manager and a user-end support manager.  
From May 2005 onward, CBMS was managed by directors and staff from DHS, HCPF and 
OCBMS. 
 
The new management team within the Office of CBMS is supported by three functional groups, 
including the Department of Human Services, Department of Health Care Policy and Financing 
and the Governor’s Office.   
 
OCBMS Internal Policies and Procedures 
 
The Office of CBMS has implemented various methods of communication to ensure all employ-
ees understand their individual roles and responsibilities.  Additionally, controls have been put in 
place to ensure significant events are communicated to all employees in a timely manner.  These 
methods include orientation sessions with managers, training classes for current and new em-
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ployees, organization newsletters which summarize significant events and changes, and the use 
of electronic mail messages to communicate time sensitive information.  Managers also hold 
regular weekly and/or monthly staff meetings to give updates to staff and to identify and resolve 
any problems.  Each CBMS staff person is responsible for communicating significant issues to 
their manager in a timely manner.   
   
Management Controls 
 
CBMS Management designed control objectives that are intended to maintain an effective and 
efficient operation, provide accurate reporting and ensure compliance with applicable laws and 
regulations 

 
Manage CBMS Staff  
 
CBMS is a high profile system in the State of Colorado and it is critical that the necessary re-
sources are on site to do the job.  CBMS management defines accountability and provides each 
team member with a clear understanding of CBMS objectives and his or her own assignments.  
Team members adhere to pre-defined quality standards and the schedule for task completion.  
Tracking tasks and individuals at a detailed level and adhering to a set of review and quality as-
surance mechanisms allows for early detection and correction.   

 
Code of Conduct 
 
It is mandatory that CBMS employees attend an orientation class that is managed and overseen 
by personnel from DHS, HCPF and the Governor’s Office.  The orientation covers topics such as 
employee code of conduct, benefits, use of e-mail, ownership of State assets and workplace vio-
lence.  DHS, HCPF and the Governor’s Office have specific guidelines for employee conduct 
which prohibit employees from divulging confidential information concerning client affairs or 
taking any other action that would adversely affect clients of CBMS.   
 
Hiring New Staff 
 
The Governor’s Office has implemented formal hiring practices that are designed to ensure that 
new employees are qualified for their job responsibilities.  References are sought and back-
ground and security checks are conducted for all potential new hires.  Newly hired employees are 
required to sign a confidentiality agreement to ensure that sensitive information regarding CBMS 
business, customers, services, and methods is not divulged.   
 
Two types of employees are hired to fill CBMS job positions: full time equivalents (FTE) and 
contractors.  CBMS follows the policy and procedures set forth in the DHS/HCPF Human Re-
sources and Personnel units when hiring an FTE.  The job descriptions are documented in the 
Position Description Questionnaire (PDQ), which describes duties and job qualifications such as 
education, experience, skills and expertise.  Each newly hired employee is required to sign the 
PDQ to ensure that roles and responsibilities are understood.  Staff from DHS’s and HCPF’s 
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Human Resources and Personnel units review applications and set up interviews, while the ap-
propriate CBMS manager and staff conducts the interviews and makes the final hiring decisions.  
 
CBMS positions are also filled by hiring contractors to perform specific work for a period of 
time.  A Statement of Work document is completed by the appropriate CBMS manager and is 
sent to approximately five Colorado approved vendors.  The vendors submit resumes of qualified 
employees to the appropriate CBMS manager who in turn schedules interviews.  Once a quali-
fied person is selected, the DHS Executive Director and Budget Manager approve the dollar 
amount of the contract.  A Purchase Order is created and sent to the appropriate vendor.  The 
newly hired contractor cannot start the job until all of the above steps have been completed.      
 
CBMS Manager Qualifications 
 
Managers of CBMS have a strong background in project management as well as experience in 
large-scale welfare and medical eligibility systems development, system design, modification, 
transfer, implementation and operations.   
 
Performance Evaluations 
 
The Governor’s Office has established performance evaluation policies and procedures that 
CBMS managers must follow.  CBMS employee performance is reviewed annually through a 
performance appraisal process called Performance Management and Pay (PMAP).  The PMAP 
process is designed to assess every employee’s performance in comparison to mutually agreed 
upon objectives and plans.  Between reviews, managers meet with staff to discuss the em-
ployee’s progress towards meeting stated objectives and plans.  This meeting provides both the 
manager and employee an opportunity to discuss and resolve problems to assure that the em-
ployee is in compliance with stated objectives by the time the actual evaluation is completed.  

 
Segregation of Functions and Duties 
 
Control policies and operating procedures are intended to provide adequate segregation of func-
tions and duties.  CBMS is structured to define responsibilities in a manner that reinforces segre-
gation of the following functions: 
 

• CBMS Managers 
• CBMS Directors 
• Development and production information technology environment 
• CBMS Test Manager and Test Team 
• Subject Matter Experts oversee the documentation of changes to the CBMS Application 
• Change Management 
• Technical Experts 
• Quality Reviews 
• Training 
• Compliance Monitoring 



Colorado Department of Health Care Policy & Financing  
and Department of Human Services 

Office of the Colorado Benefits Management System 
Report on Controls Placed in Operation and Tests of Operating Effectiveness 

Period from January 1, 2005 through June 30, 2005 
 
 

 16 

  

• Communications 
• End User Support 

 
Released/Resigned Employees 
 
Employees who are released or resign must return their employee picture ID badge and access 
cardkey.  Managers are responsible for collecting the cardkeys and submitting them to EDS for 
deactivation.   

 

D.   Information and Communication    

CBMS Information Architecture 
 
Information is needed at all levels of the organization to run the business and achieve CBMS 
control objectives.  The information architecture controls provide reasonable assurance that the 
information is identified, captured, and communicated in a form and time frame that enables the 
business to carry out its responsibilities effectively and on a timely basis. 
 
Organization 
 
CBMS Management and staff reside and perform their tasks at 455 Sherman Street, Denver, 
Colorado 80203.  According to the State/EDS contract, primary day-to-day business operations 
are conducted in Denver, Colorado.  EDS does the software development work according to the 
CBMS requirements documents, change controls and meetings.  Software development sites in-
clude:  Lakewood, Colorado; Arkansas; Michigan; and New Jersey. 
 
CBMS Communications 
 
Communication of significant events and or information may be internal, external, formal or in-
formal.  Communication methods have been created and implemented to ensure information is 
communicated appropriately, timely and accurately.  
 
Communicate Management Plan, Goals and Direction 
 
In October 2002, the CBMS project team released a Communication Plan that detailed commu-
nication avenues and how often each communication would occur.  The plan also gave direction 
and set the goals for the project.  
 
The CBMS management team manages all formal communications regarding CBMS.  There is a 
CBMS Communication Manager who reviews procedures and contents of messages that go out 
to CBMS users.  All CBMS topic communications must go through the Communications Man-
ager who sends the information through the CBMS Communications. 
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CBMS Methods of Communication 
 
CBMS has implemented the following communication methods to ensure that pertinent informa-
tion is communicated to all CBMS users: 
 

• CBMS Communication E-mails.  This is the main communication method for informa-
tion related to CBMS.  This method prevents duplication and also provides consistent and 
accurate information to users.  These communications are intended to distribute informa-
tion regarding decision table release notes, system outages and problems, new procedures 
and high-level program area information.  

 
• CBMS Website.  This is a communication tool for CBMS users to find information such 

as procedures, plans, decision table notes, business object information and ad hoc report-
ing.  Additionally, the website contains a question and answer forum that can be viewed 
by all CBMS users.  Questions are sent to Askcbms@state.co.us and are uploaded to the 
CBMS website along with the answers. 
 

• CBMS Knowledge Transfer Call.  This tool utilizes conference calls to present new 
procedures or enhancements related to CBMS.  County and MA site users and staff from 
DHS, HCPF and OCBMS participate in the conference calls.  Currently, these conference 
calls occur only when special circumstances arise.   

 
• CBMS Policy Meetings.  These weekly meetings serve the purpose of addressing CBMS 

changes that have an impact on specific program areas, including Colorado Works, Food 
Stamps and Medicaid.  Representatives from each of these program areas, as well as sub-
ject matter experts attend the meetings.  These meetings serve the purpose of addressing 
CBMS changes, client correspondence and problems that need to be discussed and re-
solved.  

 
• DHS Portal.  CBMS county and DHS users can access procedures, policies, messages 

and user manuals through the DHS Portal. 
 

• HCPF Portal.  CBMS MA site and HCPF users can access procedures, policies, mes-
sages, and user manuals through the HCPF portal. 

 
• County Expert.  Each county has assigned one employee to be their CBMS expert to be 

accessible to their workers for CBMS questions, problem solving and serving as a single 
point of contact for the county staff as well as the CBMS staff. 

 
• Advance Planning Document (APD).  The purpose of the APD is to obtain approval for 

federal participating funds for CBMS for the next fiscal year.  This is prepared annually 
and located in the CBMS Communications Repository. 
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• Colorado Social Services Directors Association (CSSDA).  DHS, HCPF and OCBMS 
meet monthly with the CSSDA Information Technology Task Force to provide updates 
and address issues.  Periodically, DHS, HCPF and OCBMS attend the CSSDA Executive 
meeting to address specific CBMS topics. 

  
• Information Management Commission (IMC).  A status report is provided monthly to 

the IMC along with periodic presentations.  In addition to the regular IMC monthly meet-
ings, the IMC Risk Management Committee reviews CBMS activities in depth as war-
ranted. 

 
External CBMS stakeholders such as the State Legislature, County Commissioners and Directors 
Associations are informed about CBMS via e-mails, meetings, telephone calls and power point 
presentations. 
      

CBMS Standard and Emergency User Notification Procedures 

CBMS Standard User Notification 
 

The CBMS Standard User Notification Procedure was written and implemented in January 2005.  
These procedures define four types of standard user notifications that must be communicated to 
CBMS user groups, including DHS and HCPF portal users, CBMS Help Desk, CBMS Change 
Management and the EDS team.  These notifications include:  
 

• New CBMS Release.  A new CBMS release is a new build of the CBMS Application.  
The impact to users and build release notes must be attached to each new release.   

• Application Issue.  An application issue is a problem within a defined program area of 
which users must be aware, but for which there is no workaround available. 

• Workaround.  A workaround is a document that details how to address a problem within 
a defined program area until a permanent fix to CBMS can be applied. 

• Scheduled Maintenance.  A scheduled maintenance is a fix to be applied to CBMS to 
enhance system performance. 

 
The Emergency User Notification Procedure 

 
This procedure describes the process to be followed when an unplanned CBMS outage occurs or 
when emergency maintenance on the CBMS application is necessary.  An emergency user notifi-
cation communicates a CBMS outage or emergency maintenance to all CBMS users.   
 
Service Providers 
 
CBMS contracts with one third-party vendor, Electronic Data Systems (EDS), for the develop-
ment and maintenance of the software and application servers.  The State also contracts with Dy-
namic Research Corporation (DRC) for the CBMS infrastructure.  The CBMS development and 
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maintenance contract expires July 2008.  CBMS management ensures that staff from these ven-
dors receive pertinent information through meetings, e-mails and meeting minutes.   

 
E.   Risk Assessment  

Risk management is the process of identifying, analyzing, mitigating and tracking risk in order to 
minimize the impact of risk on CBMS.  DHS, HCPF and OCBMS staff consider two approaches 
to risk management – reactive and proactive.  Reactive risk management is the act of mitigating 
risks as they are identified.  This piece focuses on mitigating rather than identifying and prevent-
ing risk.  The proactive approach focuses on identifying and preventing risk rather than on miti-
gation.   
 
CBMS management has placed into operation controls to identify, assess and manage risks that 
could affect CBMS’ ability to provide accurate and efficient processing of eligibility determina-
tions and benefit issuance for the clients of both DHS and HCPF.  Risk identification throughout 
the development and post implementation of CBMS enables CBMS management to understand 
how events can derail the success of business objectives.   
 
During the CBMS development and post implementation, tasks have been to look for and iden-
tify risks keeping in mind two outcomes – impact and probability.  CBMS staff reviews and ra-
tionalizes the risks, some of which are identified below: 
  

Impact 
 
• Security functioning improperly 
• A change not approved causing other errors to occur in the application 
• Making sure the system was available to all users 
• Incorrect calculation of benefits/services 
• Timely issuance of benefits 
• Loss of data 

 
Probable 

 
• CBMS complexity both technology and the application 
• Number of transactions using CBMS 
• Number of concurrent users using CBMS at the same time 
• Volume and complication of changes that are made to CBMS 

 
Throughout the development and post implementation activities, CBMS has utilized risk-rating 
criteria to assign a risk level to the different activities and tasks.  CBMS is using an assignment 
of high, medium and low to set priorities according to a subjective ranking of their importance, 
impact, and probability. 
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Risk Management Committee 
 
A CBMS Dashboard Committee was created during the development of CBMS.  During weekly 
“CBMS Dashboard Meetings,” key risk categories and mitigating activities were discussed to 
identify best practices for managing risks.  The Committee designed a strategic operations risk 
framework to manage operation risk, which was utilized throughout the development of the sys-
tem.  However, after CBMS implementation in September 2004, the Dashboard Committee was 
dismantled and risks were documented in other formats as described below. 
   
Weekly CBMS Team Lead Meetings 
 
The weekly CBMS team lead meetings are a forum used to discuss status reports, issues, and 
risks (meeting minutes are recorded during these meetings).  When risks are identified, the de-
velopment of a mitigation plan is assigned to the proper staff.  Future meetings are held to de-
termine if the risk no longer exists, the risk has decreased or the risk is being monitored and the 
risk mitigation plan needs to be put into place.     
 
Weekly CBMS Executive Meetings 
 
CBMS executives from DHS, HCPF and OCBMS are responsible for establishing and maintain-
ing a sound control environment that is in compliance with all applicable laws, regulations and 
internal policies.  To be successful at controlling risks related to CBMS, operational risks must 
be recognized, understood and periodic evaluations of the adequacy and effectiveness of the con-
trol environment must be made.  Additionally, actions must be taken to correct control gaps.  
This group of individuals serves as an avenue to accomplish control objectives and communicate 
risks.  
    
Change Control Process  
 
The CBMS Change Control Process describes how changes are accomplished to the CBMS ap-
plication, decision tables, valid values, client correspondence or training materials that are out-
side the scope of the currently approved design.  Rule changes within DHS and HCPF may be 
initiated through mandatory federal or state legislation or through requests by CBMS users such 
as counties and Medical Assistance sites   
 
Risks are identified with each CBMS change control document that is written.  The change re-
quest author assigns a risk rating of high, medium or low by utilizing the risk level drop down 
box contained on the change request form.  The documentation relating to the risk and the miti-
gation plans is also documented on the change request form.   
 
The Detailed Design Assessment (DDA) document written by EDS also addresses risks related 
to changes.  The DDA is written from the change request document.  Meetings with the appro-
priate CBMS managers are held to clarify and understand all aspects of the change request.  
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Once the appropriate CBMS Manager reviews the DDA, a conformance review is held to discuss 
any issues or risks that exist and final approval is given to proceed with the change development.   
 
Weekly Status Reports to the Program Management Office (PMO)  
 
Change requests are tracked by two CBMS management teams.  The first team is made up of 
business managers and subject matter experts, while the second team consists of an application 
manager, interface experts and reports experts.  The first team’s area of responsibility is high-
level program area changes relating to the CBMS application, client correspondence, benefit re-
covery and issuance, and interfaces such as BENDEX, SDX and the Automated Child Support 
Enforcement System (ACSES).  The second team is responsible for interfaces with the Depart-
ment of Labor and Employment, Department of Corrections, Medicare Part D, all ad hoc reports 
and other high-level program reports.  Both teams are responsible for ensuring that all tasks as-
sociated with the change request are completed and that all problems are resolved.  
 
The CBMS management teams submit weekly status reports to the PMO.  These reports are in-
tended to provide updates related to change requests, including risks, milestones and if the de-
velopment is going to be completed on time.  The PMO tracks this information and distributes it 
to the CBMS Management team during weekly meetings.    
 

F.  Facility Management (Manage the CBMS Facility) 

The EDS team’s overall facilities management and operations strategy supports, manages and 
operates CBMS.  State staff and EDS are committed to a partnership and doing what it takes to 
successfully operate CBMS within the scope and agreed-upon Service Level Agreements.  
 
The EDS team provides facility management services, including necessary staff and computing 
resources to support the ongoing operation and maintenance of CBMS.  Facility management 
services includes application software maintenance and management of the CBMS Help Desk to 
support state, county and non-county MA sites.   
  
Access to Facilities 

 
As part of the State and EDS contract, EDS provides the project site and manages the building 
site along with the building landlord.  EDS has an internal process they follow that gives CBMS 
Staff access to the EDS offices.  The 455 Sherman Street Building landlord provides parking and 
building access with a card key that they provide to EDS who in turn assigns and documents the 
card distribution. 
 
Facility Management and Operation  
 
Electronic Data Systems (EDS) is the primary service provider for CBMS.  EDS was awarded 
the contract to develop software and maintain the CBMS system, while the Office of CBMS, 



Colorado Department of Health Care Policy & Financing  
and Department of Human Services 

Office of the Colorado Benefits Management System 
Report on Controls Placed in Operation and Tests of Operating Effectiveness 

Period from January 1, 2005 through June 30, 2005 
 
 

 22 

  

DHS and HCPF provide key management services.  According to the State/EDS contract, EDS is 
responsible for completing a variety of facility management tasks, which include:   
 

• Performing systems operation and maintenance, including base server services, server 
administration services, system security administration, database management, logical 
and physical management, configuration management services, performance and tuning 
management, backup and recovery procedures and capacity planning.   

 
• Performing hardware maintenance. 

  
• Performing Operating System maintenance and upgrades.  Additionally, EDS Systems 

programming staff will provide installation, maintenance and tuning services with respect 
to the state-system level software and system components.   

 
• Performing configuration design and management, which involves documenting and 

maintaining a system configuration that includes the hardware, software, peripherals and 
network components.   

 
• Performing media storage management.  EDS provides comprehensive data storage man-

agement services.  Part of the task will be the allocation of application and user owned 
data, which is controlled by utilizing automated toolsets.  Application databases are allo-
cated specific volumes of storage capacity.  Additional media storage management activi-
ties include: 

  
o Migration and archiving  
o Space management 
o Data restoration 
o Performing computer performance management 
o Preparing for system turnover (at the end of the maintenance contract) 
o Preparing monthly reports on system availability, transaction response time, tape 

mounts, print lines and maximum storage requirements metrics 
o Maintaining application software 
o Developing procedures to ensure that only users with privileged administrative 

authority can set, modify or disable the functions of the access control system 
o Performing benchmark, performance and capacity planning 
o Performing computer system internal auditing 
o Performing hardware and software evaluation 
o System backup and recovery 
o Disaster recovery 
o Batch cycles 
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EDS is required to provide and update the CBMS Facility Management Document suite 
throughout the development and maintenance of CBMS.  As the suite of books is updated, the 
State Management Team along with the DHS Technology Officer provides comments and final 
approval.   
 
Capacity Planning/Performance Management – the State/EDS contract specifies that EDS is re-
sponsible for activities related to capacity planning, performance testing and stress testing on the 
CBMS System.   
 
Transaction Process Monitoring – EDS uses transaction processing software to handle transac-
tion process monitoring activities.  
 
G.  Monitoring 

CBMS management has placed into operation controls to identify, assess and manage the as-
sessment activity. 

 
Ensure Compliance with External Requirements 
 
CBMS management is responsible for establishing and maintaining a sound control environment 
that is in compliance with all applicable laws, regulations and internal policies.  To achieve this 
goal, periodic evaluations of the adequacy and effectiveness of the control environment must be 
made, and actions must be taken to correct control gaps.  CBMS has a forum for accomplishing 
this objective and to facilitate effective communication around risk issues.  
 
CBMS has two weekly management meetings that serve as an ongoing reevaluation of the 
CBMS control environment.  First, CBMS management and other staff meet to discuss urgent 
problems, as well as system development, external changes, decision tables, interfaces, testing 
and training. 
 
The second meeting involves CBMS management and executives from both DHS and HCPF.  
Staff from EDS also attend these meetings when appropriate.  The purpose of the meeting is to 
discuss and resolve any problems that have been escalated and to give CBMS status updates.  
 
Internal Review 
 
DHS and HCPF contracted with MTG - Management Consultants, LLC for the development and 
execution of a Quality Assurance Plan.  This plan was used through the implementation of 
CBMS in September 2004.  The Governor’s Office of Innovation and Technology (OIT) con-
tracted with Maximus to provide Independent Validation and Verification (IV&V) of the proc-
esses and development of the system.  IV&V was provided through December 2004 when OIT 
decided oversight was no longer warranted.  The CBMS Manager/team assumed responsibility 
for the Quality Assurance role.   
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Quality Assurance Tasks 
 
Currently, the CBMS Subject Matter Experts, as well as the Reports/Interface Team take part in 
the creation of the Change Control Document.  They guide the program areas, who are the 
change control sponsor, in writing the change request.  The assigned change request manager 
along with the appropriate policy staff review and perform quality assurance tasks on the De-
tailed Design Document, which is provided by EDS.  If errors are found or changes need to be 
made they are communicated to EDS through a State PMO letter.  EDS then responds with its 
PMO letter stating it agrees and will fix or change the document or recommend an alternative 
solution.   
 
Other quality assurance tasks such as review of EDS technical/business deliverables are assigned 
to the CBMS technical/business staff and CBMS Application Manager.  Further, the technical 
and business staff performs a review of all CBMS policies and procedures.   
 
Legal Action 
 
On August 30, 2004, the Colorado Center for Law and Policy filed a lawsuit (Valerie Imani 
Hawthorne-Boy, et al v. Karen Reinertson, et al) in Denver District Court representing clients 
they claimed were being harmed by CBMS.  The lawsuit was filed against DHS and HCPF.  
While the initial ruling by the presiding judge was generally in the State’s favor, a subsequent 
hearing placed mandates on the State.  Those mandates include, among others, an Emergency 
Call Center with the requirement to resolve all emergency calls within five days, a benchmark in 
reducing backlogged, or pending cases and to keep in place the benefit conversion freeze flag 
which was put in place by the Departments.  

 
Subsequently, other motions and/or attachments have been made.  On December 21, 2004, a rul-
ing by the court mandated that certain reporting areas and timeframes be met.  Specifically, DHS 
and HCPF were required to report the number of new applications not processed within federal 
and state timeframes, number of cases the Emergency Call Center has received and resolved, the 
number of re-certifications that are not in compliance with federal or state timeframes and the 
steps taken to publicize the Emergency Call Center.  The Department was required to report this 
information on January 31 and February 28, 2005.   
 
Additionally, the Departments are required to report the number of new applications and re-
certifications that are not in compliance with state and federal timeframes every 60 days follow-
ing February 28, 2005. 

 
In response to the cases that were not filed timely, the Departments each created data entry facili-
ties to focus on their specific program cases.  A centralized emergency call center was also cre-
ated.  Failure to comply with the court’s order would risk the Departments being found in 
contempt.  In addition, if the Federal funding agencies determine that claims are not being proc-
essed according to regulations, sanctions can be imposed.   
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H.  Program Development and Program Change 

Acquire and/or Develop Application Software 

Acquire Technology Infrastructure 
 

Given the multiple deployment strategies used by DHS to support the counties (Option 1, Op-
tion 2 and Option 3) and understanding the complexities inherent within a multi-deployment ar-
chitecture, a number of proven architectures and product sets have been chosen for the CBMS 
application.   

 
Develop CBMS Application Software 

 
CBMS was implemented on September 1, 2004.  The State/EDS contract specifically states that 
EDS is responsible for timely and systematic software development of CBMS and modifications 
to CBMS, appropriate levels of CBMS testing, maintenance of CBMS systems documentation 
and the smooth migration of accepted software modifications into operations.  Such tasks are de-
scribed in the following bullets: 

 
• All changes to the application software, database and rules engine 
• All changes as a result of new or proposed Federal or State Legislation 
• All changes as a result of new or proposed Federal or State policy 
• CBMS bug fixes 
• Application upgrades 
• Minor revisions 
• Trouble shooting/problem resolution 

 
For systems development enhancements and modification projects, EDS uses its own System 
Development Life Cycle (SDLC) methodology.  This methodology is a highly comprehensive 
toolset that systematically addresses every step needed for successful systems development.  The 
methodology offers information regarding major work to be done, work products to be produced 
and participants involved in a programming engagement.  The SDLC methodology is intended to 
ensure that information systems are designed to include application controls that support com-
plete, accurate, authorized and valid transaction processing.  By signing the contract, the State 
has approved EDS to use their own SDLC methodology. 
 
CBMS follows the Change Control Process and the Defect/Change Control Approval (DACR) 
process.  EDS delivers a CBMS Monthly Status Report that documents monthly modifications 
and enhancements that account for maintenance activities for the previous month.  The report 
also identifies outstanding maintenance work, work in progress, completed work and plans for 
completion.   
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Development of Decision Tables by the State Decision Team 
 

CBMS contains numerous Decision Tables that are used to determine eligibility and to calculate 
benefits for the programs that CBMS supports.  Decision tables are a series of IF-THEN state-
ments that are processed by the CBMS Rules Engine to determine eligibility and benefits.  There 
is a distinct separation of production source code maintenance responsibilities between the State 
and EDS.  EDS is responsible for application code modifications and the State CBMS Decision 
Group is responsible for the modification of the Decision Table Code.   
 
The CBMS Decision Tables Maintenance Document was created in November 2004 and remains 
in effect today.  The document includes the process for all decision table related changes, which 
are modifications to Set Operation Builders (SOBs) and the CBMS Rules Engine.   
 
Before new decision tables are moved to production, Decision Table Build Notes are distributed 
to all CBMS users.  These notes provide information about the latest version of an iteration Build 
or Production Release for the CBMS Eligibility Rules Engine.  Content of the notes reflect en-
hancements or fixes made to the Rules Entry tables or set operation builders since the previous 
publication.  This is intended to facilitate the testing process of said enhancements and fixes.   
 
This CBMS Decision Table Process provides guidance for the initiation, analysis, responsibility 
and communication to stakeholders for each proposed CBMS Decision Table change.  This proc-
ess complements the CBMS Change Control Process. 
 

CBMS Reports Created by CBMS and CBMS Reports Team 

CBMS Reporting 
 
CBMS provides a report module called Decision Support to administrators, program managers 
and fiscal units with the ability to review performance, costs, and forecast staffing needs.  Data is 
available at program, technical and operational levels to allow managers to customize views and 
requests for information.  Ad hoc reporting is also a feature of this tool that was not utilized for 
the period of January 2005 through June 2005.   
 
The Decision Support Database is refreshed with new or changed data as it occurs in CBMS.  
Authorized users have access to program-specific, or across the board data, based on their spe-
cific needs at any time.  In an effort to simplify information requests, CBMS included a user-
friendly process to request needed data elements, designate report formats and compile data. 
 
The CBMS Decision Support function uses data extract tools to create a dataset for each author-
ized county and agency site.  It also allows access to or imports from external data sources.  Data 
received as a result of predetermined external sources is read to a separate table and not inter-
mingled with CBMS data. 
 



Colorado Department of Health Care Policy & Financing  
and Department of Human Services 

Office of the Colorado Benefits Management System 
Report on Controls Placed in Operation and Tests of Operating Effectiveness 

Period from January 1, 2005 through June 30, 2005 
 
 

 27 

  

The Decision Support Database enables maintenance and management personnel to forecast 
caseloads and program costs, analyze trends and anticipate needs for additional staff and training 
for new or available staff.   
 
Production and ad hoc reports may be viewed online or in hard copy, based on user preference.  
In addition, the format of reports may be modified to accommodate user preference. 
 
The CBMS Decision Support Module is a powerful, useful tool available to aid in the evaluation 
and management of the programs and resources available to the Colorado Department of Human 
Services and Colorado Department of Health Care Policy and Financing.  User-friendly access to 
pertinent, current program data allows for efficient, equitable use of funds and resources to en-
hance the state’s ability to forecast trends and adequately plan for future program expansion and 
related fiscal impact. 
 
CBMS Report Team 
 
The CBMS Report Team consists of a Reports Manager and three staff solely dedicated to re-
trieving information from CBMS to create and code reports from Business Objects for stake-
holders.   
 
The CBMS Reports Team performs the following tasks:   
 

• The Reports Manager serves as manager for Change Requests for new reports.   
• The Reports Manager responds to requests for statistics from the CBMS management 

team.    
• The Team works with users of the system to gather requirements and write designs for 

reports.  
• Codes reports using Business Objects. 
• Responds to Help Desk tickets regarding reports. 
• Creates and maintains an ad hoc reporting universe to allow end users to create their own 

one-time reports (after June 30, 2005). 
• Researches and troubleshoots problems relating to ad hoc reporting. 
• Works with the reports subcommittee of the County Users Group and with the program 

areas to validate pre-existing reports delivered as part of the original system delivered by 
EDS. 

 
EDS fixes defects found with pre-existing reports, modifies pre-existing reports per change re-
quests and creates new reports the CBMS team does not have the manpower to complete in the 
timeframe requested.  
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Develop and Maintain Internal Policies and Procedures 
 
CBMS management has developed internal operational policies and procedures to provide guid-
ance in the development, enhancement and maintenance of CBMS.  These procedures are also 
made available to external CBMS stakeholders.    
 
The CBMS operational policy and procedures processes include: 
 

• CBMS Change Control 
• Interface Coordination Process 
• Valid Values Maintenance Process 
• Decision Tables Maintenance Process 
• CBMS Configuration Management and Release Management Process 
• Emergency User Notification Procedure 
• Standard User Notification Procedure 
• Release Planning Process 
• Application Installation Process 
• PMO Correspondence Process 
• Online Help Maintenance Process 
• PMO Project Planning and Management Process 
• Document Coordination Process 
• Issues and Action Items Maintenance Process 
• CBMS Service Level Agreements Monitoring Process 
• Communications and Website Maintenance Process 
• CBMS Reporting Process 
• Defect/Approved Change Request Process 
 

Also, CBMS staff developed and made available tools to all CBMS users, including policy 
manuals, reports, and more than 600 procedures to help them use CBMS.   

 

Install and Test Application Software and Technology Infrastructure 

Installation of CBMS Builds that include Enhancements/Fixes to the CBMS Software 
 
EDS and a third-party vendor, Dynamic Research Corporation (DRC) developed processes to 
follow for consistency in packaging and delivering application software, or “builds” to users.  
Before an enhancement or fix is moved into CBMS production, the State must follow the De-
fect/Approved Change Request Process (DACR) and the CBMS Configuration Management 
Process.  The DACR document defines the inputs, outputs and tasks for each step in the devel-
opment process.  Several types of changes are tracked through this process, including defects, 
change requests, documentation enhancement and code rework.   
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State CBMS staff and EDS have weekly meetings to discuss and make joint decisions relating to 
which changes will move forward.  Once the decision is made to move forward, the installation 
is completed by EDS and DRC deploys the new build to the county departments of social ser-
vices and MA sites.  The Department of Human Services has a contract with DRC and the Office 
of CBMS has no control over this organization.  Office of CBMS staff attends meetings and 
voice concerns and requests at these meetings.   

 
There are two types of builds delivered by EDS to DRC for distribution to users: a Citrix instal-
lation package and installations directly on a user desktop.  Citrix is a method of connecting us-
ers to CBMS using what is called a “thin client.”  A user uses the browser to connect to a Citrix 
server in the data center, DoIT.  The Citrix servers run the client software and present the results 
to the user’s browser.  This means there is much less data transfer over the network.  The bulk of 
the data transfer takes place within the data center between Citrix and the host services.  Citrix is 
used for all users except seven counties (El Paso, Denver, Jefferson, Larimer, Mesa, Adams and 
Boulder).  Future plans call for additional Citrix services to accommodate these seven counties 
also.  This means all county users will connect over Citrix eventually.  For desktop installations, 
desktop users run the application “locally” and all the transactions and data are sent to and from 
the desktop over the network and UNIX servers at DoIT. 

 
Option 1, 2 and 3 counties, discussed later in the report are based on the level of support and in-
frastructure DRC provides.  Option 1, DRC provides network and support to all users desktops.  
Option 2, DRC provides the network and LAN infrastructure but the counties do their own desk-
top support.  Option 3, counties take care of their own IT activities; DRC does not support their 
needs. 
 
Testing CBMS Application Software  

 
The CBMS controls are intended to provide reasonable assurance that the system is appropriately 
tested and validated prior to being placed into production and that associated controls operate as 
intended and support CBMS reporting requirements. 

 
EDS is responsible for maintaining the CBMS training environment to ensure coordination with 
the production environment.  Additionally, EDS is responsible for unit testing, on-going compo-
nent testing and system integration testing.  EDS develops and executes unit test cases, records 
the results, and corrects any defects.  This documentation is then reviewed during the confor-
mance review process for completeness and accuracy.  EDS must certify that all unit testing has 
been completed as agreed upon with successful results. 

 
Unit testing occurs in the development environment.  It includes validation of all CBMS field 
lengths, field edits, radio buttons, check boxes, window buttons or icons and drop down values 
(Valid Values).  It includes field level navigation as well as window level and application navi-
gation.  The design is validated and coding standards have been followed to ensure that the ap-
plication has consistent, meaningful appearance functionality. 
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Each new build of the application is tested to ensure that it functions properly prior to releasing it 
to the next environment.  Each new build includes a new version number and release notes de-
tailing the functionality that was added or changed.  The Test Manager for that environment has 
the authority to approve new builds, as well as the authority to reject a build based on the impact 
of current testing activities.   

 
Unit Testing Acceptance 
 
EDS completes unit testing before the new development or fix is given to the State Test Team 
who in turn perform their own testing to complete the testing cycle.    

 
System Integration Testing 

 
System Integration Testing of application code (that includes Decision Table code) corroborate 
that the application components integrate and function together as intended.  The CBMS Testing 
Team is responsible for system integration testing.        

 
Technology Operations 
 
The CBMS production operations function is independently structured and divided into distinct 
responsibilities between the DRC infrastructure team, EDS and the Department of Information 
Technology.  Each agency is responsible for specific, contractually obligated technical and pro-
duction operation functions.  DRC is responsible for the portal, Citrix farm infrastructure and the 
deployment of the CBMS applications, EDS is responsible for the Tuxedo cluster and the data-
base server platform and DoIT is responsible for the maintenance of the infrastructure platform. 
 
The CBMS architecture includes HP9000 N-Class servers, HP-UX operating system software, 
Oracle relational database management system, vendor-neutral transaction processing and appli-
cation services, CA Unicenter TNG, web services, Internet connectivity and security.   
      
System Linked Technology 
 
CBMS links to systems external to the eligibility function, which is integral to efficient business 
processes.  These external systems provide essential support functions, such as security to main-
tain the confidentiality of privileged data, efficiency in reducing paper, and reporting in order to 
forecast and analyze welfare trends in the state.   
  
Technology Infrastructure  

 
CBMS is a shared infrastructure environment and must be managed by Computer Associates 
UniCenter TNG systems administration products.  Access to and from legacy ADABAS applica-
tions and data will be provided using the Software AG Entire Database Server product.  This en-
vironment consists of the following components:  
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• Host Processing Site 
• Colorado Information Network (CIN) WAN 
• County LAN/MAN 
• County Server Systems 
• Client Workstation Environment 
• Non-county MA Environment 
• Remote Access Services 
• Computer Associates UniCenter Products 

 
The State provides workstations, Internet access, networks and local (county) servers.  
 
Manage Changes 
 
These controls are intended to provide reasonable assurance that system changes of non-financial 
and financial reporting significance are authorized and appropriately tested before being moved 
into production.  As discussed earlier in the report, CBMS Management has developed a CBMS 
Change Control process, and a CBMS Defect/Approved Change Request (DACR) process to 
manage CBMS changes.    
 
CBMS Change Control Process 
 
The Change Control Document describes the process to be followed for reviewing, estimating, 
prioritizing, approving and implementing CBMS change requests.  Additionally, it describes how 
changes are accomplished to the CBMS application, decision tables, valid values, client corre-
spondence or training materials that are outside the scope of the currently approved design.  Rule 
changes within DHS and HCPF may be initiated through mandatory federal or state legislation or 
through requests by CBMS users such as counties and Medical Assistance sites.   
 
Management Documentation  
 
Part of managing change includes the management of documentation as a natural part of system 
modification.  As application modifications are identified, documentation captures the necessary 
information such as identity of work products and deliverable elements that are impacted.  
 

I.   Computer Operations and Access to Programs and Data 

This domain considers procedures for the actual delivery of required services, which range from 
traditional operations to security and access management.  To deliver services, the necessary 
support processes must be set up.   
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Define and Manage Service Levels 
 

CBMS Service Level Agreements (SLA) is an aspect of EDS’s performance for which an ac-
ceptable service level is explicitly defined.  SLAs define performance criteria expected to be 
achieved and maintained for the ongoing operations of CBMS.  Each SLA details the documen-
tation that is required to validate compliance. 
 
These SLAs have been revisited since the original contract signing through meetings and discus-
sions that both parties have agreed upon (the last update took place in August 2004).  The parties 
that have been involved in the development of the service level agreements have been the DHS 
Chief Technology Officer (CTO) and Chief Information Officer (CIO), the HCPF CIO, and other 
DHS and HCPF technical staff. 
 
EDS must perform all listed services in accordance with the State/EDS contract and the require-
ments outlined in the Service Level Agreement.  EDS is required to submit monthly status re-
ports that provide details around the Service Level Agreements.  Management from OCBMS, 
DHS, and HCPF review the status reports to ensure that all requirements detailed in the SLA are 
being met.  Liquidated damages may be applied due to noncompliance.  
 
Manage Third-Party Services 

 
CBMS management staff monitors EDS’s performance to ensure all contract obligations are be-
ing met.  Weekly meetings between CBMS management and EDS management are held to dis-
cuss CBMS activities, such as CBMS build schedules, staffing, problems and maintenance 
processes.  Again, EDS is required to submit monthly status reports to the DHS CTO for the 
State’s review.   These status reports are intended to provide CBMS management with the infor-
mation regarding the contractor’s achievements and service level performance. 
 
Resources Available 
 
CBMS management has ongoing discussions with EDS regarding staff resources to ensure that 
quality and timely work is being completed.   

 
Ensure Systems Security 
 
These controls are intended to provide reasonable assurance that CBMS is appropriately secured 
to prevent unauthorized use, modification, damage or loss of data.  Security linked technologies, 
available through CBMS, will address a number of areas, including the Security Module and 
user-security profiles.  A security profile determines user access to information and the user’s 
ability to manipulate data elements within CBMS.  This component will ensure the integrity of 
the information included within CBMS, because only authorized individuals are given permis-
sion to enter or otherwise manipulate client or system data.   
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The CBMS Security Module includes safeguards to protect the integrity of the programs admin-
istered and to prevent unauthorized access to the system or its information.   
 
Additionally, CBMS security includes the following components: 

 
Physical security.  At the mainframe level, perimeter access is restricted through a coded access 
card system that is capable of recording unauthorized access attempts and deactivating unauthor-
ized cards.  Other physical security features include a fire suppression system, smoke detectors 
and electrical alarms.   
 
Program integrity.  CBMS safeguards exist to deter potential program abuse.  The system iden-
tifies the source of any changes to a case file.  This feature, combined with expanded reporting 
capabilities at the local, office, district and program level, provides supervisory and management 
personnel with a mechanism for analyzing case actions at the individual financial worker level. 
 
Access control.  This includes password protection to restrict user access to varying hierarchical 
levels of systems, applications, data and/or functions based on user functional responsibility.  
CBMS does restrict case access under certain conditions.  Passwords restrict access to data on a 
need to know basis as well as govern access to functional capability, including inquiry only ca-
pabilities.  Password protection includes safeguarding the Departments from unauthorized modi-
fications to CBMS. 
 
Access control extends to the operating systems and management structures of the various plat-
forms and network systems.  Only authorized technical/supervisory personnel will be able to ac-
cess the operating systems, administrative utilities, and management information of these 
systems. 
 
Back up and recovery.  Adequate backup and recovery features ensure the service delivery 
function can continue in cases of system unavailability due to a disaster.  Further, adequate back 
up and recovery allows for system reconstruction if a disaster should occur. 
 
Security Administration 
 
Security features are only effective if used in tandem with a prescribed security plan.  CBMS has 
a Security Officer to ensure the features built into the system are effective.  This security func-
tion includes periodic audits of processor site(s), either on site or by a remote administrator, as 
well as periodic changes in user Ids and passwords for the system and supporting networks.  
User/ID password management is supported by security software that ages passwords and re-
quires a user to obtain a new password at regular intervals.  
 
Each agency has a Security Administrator and is responsible for assigning security to agency 
employees.  HCPF takes responsibility for providing security to MA sites and county security 
administrators take on this role for county staff. 
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Manage the Configuration 
 
These controls are intended to provide reasonable assurance that all CBMS components are well 
protected from unauthorized changes.  Additionally, they assist in the verification and recording 
of the current configuration.  Version management involves managing specific versions of con-
figuration items (hardware and software) on devices that are required to support CBMS.  Version 
management varies by device.  CBMS items to be placed under configuration are categorized as 
software, hardware and knowledge.  
 
CBMS management have established methods that are intended to ensure that properly coordi-
nated and tested CBMS changes are put into production.  Changes to CBMS are communicated 
through various methods, including CBMS communications and regular meetings.  The CBMS 
Test Team prepares their test plans for each change or fix and documents their findings.   
 
EDS is responsible for ensuring the system infrastructure, including firewalls, routers, switches, 
servers and other related devices are properly configured to prevent unauthorized access.  EDS 
provides status updates to CBMS management via regular meetings or e-mail.  These status up-
dates provide management with information regarding EDS’s progress towards meeting their 
responsibilities.   
 
Manage Problems and Incidents 
 
These controls are intended to provide reasonable assurance that problems are properly ad-
dressed, documented, and investigated for proper resolution.  CBMS management has defined 
and implemented a problem management process which is intended to ensure that operational 
events that are not part of standard operation are recorded, analyzed and resolved in a timely 
manner.   
 
If a problem has been raised, it must be managed to closure.  CBMS management’s primary ob-
jectives for managing problems are: 
 

• Problems are reported and recorded correctly. 
• Problems are assigned an appropriate severity level based on customer impact. 
• Problems are managed to resolution within resolution criteria. 
• Closed problems are validated. 
• Duplicate and recurring problems are recognized and handled. 
• Problems that impact the delivery of applications or system service are reported to man-

agement. 
• Problems are escalated when not resolved within criteria. 

 
Since implementation of CBMS on September 1, 2004, issues and problems were addressed by 
utilizing the following methods: 
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• Priority one tickets come across on a pager to the CBMS Director and the Application 
Manager.  The Subject Matter Experts are also notified of a CBMS priority one ticket 
through the Unicenter ServicePlus Service Desk software on their desktop.  The Subject 
Matter Experts review the priority one help desk ticket and complete a number of steps 
to resolve the issue.  

 
• In May 2005, the Help Desk Level 3 Unit was established to handle all CBMS Level 3 

Help Desk tickets.  This unit now receives and reviews all Level 3 tickets and contacts 
the user for more information, reviews data entry of the case into CBMS, contacts user 
for resolution and documents the resolution. 

 
• CBMS communication e-mails are written and delivered to all CBMS users relating to 

CBMS updates such as problems, fixes, issues, workarounds, new procedures, reports, 
system down time and clarification of CBMS topics.  

 
• Change Request documents contain documentation relating to problems and concerns 

that arise with the gathering of requirements, development, test and putting the change 
into production.  The documentation is discussed at the appropriate manager meetings 
with follow up assignments made and mitigation plans developed.  The Change Request 
Board meets every two weeks and problems are discussed (Committee members on this 
board include program area staff and county staff who have voting rights on change re-
quest prioritization).     

 
• When a problem arises and the problem meets the criteria of topic and urgency, a “tiger” 

team is pulled together with the appropriate members consisting of specific program pol-
icy staff, CBMS staff and technical staff.  This team is assigned the task to quickly ana-
lyze the problem, look at solutions and recommend a solution that best fits the problem. 

 
• Problems are discussed at the weekly CBMS management meetings held on Monday 

mornings and at the CBMS Executive Management meetings held on Wednesday morn-
ings and emergency meetings when appropriate. 

 
• Change Control Author’s and Manager’s documents are updated with any problems and 

issues that develop during the approval process and during the development stage of the 
change control.   

 
• Specific CBMS managers are assigned to analyze the problem and seek a potential reso-

lution.  Resolved problems are tracked and updated by each assigned CBMS staff mem-
ber on the status reports and communicated back to the appropriate CBMS manager and 
other teams.  They follow up with the appropriate person, who includes state policy staff 
and propose a resolution.  Lists of open and closed problems are available from each 
Subject Matter Expert and Interface and Report team members. 
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• CBMS managers track issues and problems on their weekly status report to the PMO and 
every Tuesday afternoon the OCBMS management staff review the global schedule 
which reflects the weekly status report updates. Managers are responsible for identifying 
problems and working on a resolution with a timeframe.    

 
EDS is responsible for operating the host-site servers and managing problem resolution as a nor-
mal part of this activity.  Referrals of county/state Level 3 help desk problem calls and all levels 
of help desk problem tickets may require resolution by operators, system administrators, or data-
base administrators.   
 
Periodic reviews of problem reporting may indicate a trend of problem occurrences, which re-
quire resolution in partnership with the state’s infrastructure vendor or the CITS data center or-
ganization.  Likewise, remedial actions may require researching, installing, and testing corrective 
fixes from the various hardware vendors.  These in turn will require proper scheduling to mini-
mize the impact on all the stakeholders in the performance and availability of CBMS.  

 
Manage Data/Operations 
 
Audit and control considerations are especially important in large, decentralized departments that 
are implementing on-line, user interactive systems where a large number of geographically dis-
persed staff with diverse skill levels and responsibilities interface directly with the system.  Audit 
and control features apply to all areas of the system and must be taken into account as an integral 
part of the overall system architecture.   
 
The CBMS audit and control requirements are described in the next paragraphs.  These are data 
control, error correction, and audit trails. 
 
Data Control  
 
CBMS contains a sufficient number of controls to maintain the integrity of the data and informa-
tion involved.  There are three types of controls:  

 
• Preventive Controls.  Controls designed to prevent errors and unauthorized events from 

occurring. 
• Detective Controls.  Controls designed to identify errors and unauthorized transactions 

that have occurred in the system. 
• Corrective Controls.  Control designed to ensure the problems identified by the detec-

tive control are corrected. 
 

These controls are in place at all the appropriate points of CBMS processing. 
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Error Correction 
 

The CBMS on-line editing is intended to provide immediate correction of data entry errors in 
cases where data entry controls have been established.  Error correction procedures in an interac-
tive environment primarily relate to manual procedures, which are outside the control of CBMS.  
Automated on-line policy enforcement edits require immediate correction, which prevents many 
input errors. 

 
Audit Trail 

 
Audit trails are incorporated into CBMS to allow information on source input and/or documents 
to be traced through the processing stages to the point where the information is finally recorded.  
CBMS has the ability to trace data from the final place of recording back to the source of input.  
The audit trails consist of listings, transaction reports, update reports, transaction logs, and error 
logs.  Access to audit trails requires CBMS involvement and is not typically directly available to 
end users.  

 

Backup 

Backup, Recovery and Archive  
 
The EDS strategy for backing up the servers and storing backups is performed using HP 
OpenView Data Protector Software and the HP SureStore tape Library 6/60 attached to 
HSGCCU13.  
 
All directories on the servers are backed up, including OS files, applications and utilities, and 
data.  A full backup is performed each Friday evening and incremental backups are per-
formed on all other days.  In addition, full backups are performed on the last Sunday of each 
month, each quarter, and each year.  
 
Retention of Backups 

 
Retention of backups is based on guidelines established between the State of Colorado and 
EDS.  
 

 Backup Frequency                     Retention Period 
• Daily           18 days 
• Weekly              8 weeks 
• Monthly          13 months 
• Quarterly            5 quarters 
• Annually            2 years 
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Storage of Backups 
 
The tape libraries automatically store backup tapes and manage the tape rotation.  Each tape 
library holds 60 tapes.  The retention period for each backup is stored in the Data Protector 
Database.   
 
Tapes are moved off site from the DoIT Data Center to Sherman Street. 
 
These controls provide reasonable assurance that data recorded, processed and reported re-
main complete, accurate and valid throughout the update and storage process. 
 
The procedures for creating backups and restoration are the responsibility of EDS with re-
view and approval from the State.  
 

J.   Help Desk 
The CBMS Help Desk is a critical function of CBMS that is intended to provide reliable, quality 
support for all users of the CBMS application.  The CBMS Help Desk provides three levels of 
support to meet user needs efficiently and cost effectively.  These levels are: 
 
Level 1.  The Level 1 technician is responsible for taking calls, determining the scope of the 
problem and creating a help desk ticket.  If possible, the technician will attempt to resolve the 
problem.  However, if the technician is unable to resolve the problem the ticket must be for-
warded to a Level 2 technician. 
 
The Level 1 technician also reviews the ticket database for resolved tickets and contacts the user 
to verify that the problem was resolved.  After verification, the Level 1 technician closes the 
ticket. 
 
Level 2.  The Level 2 technician is responsible for resolving more detailed problems.  Upon 
resolution, the Level 2 technician records the solution in the ticket database and sets the ticket 
status to Resolved.  If the Level 2 technician is unable to resolve the ticket, it must be forwarded 
to a Level 3 technician. 
 
Level 3.  The Level 3 technician has the most knowledge and experience available within the 
Help Desk.  The Level 3 technician contacts the user and resolves the ticket or obtains more in-
formation, as required.  Upon resolution, the Level 3 technician records the solution in the ticket 
database, and sets the ticket status to Resolved. 
 
The following table describes the responsibilities for the three levels of Help Desk technicians:   
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Help Desk Level Responsibilities 
Level 1 − Customer Interface Techni-

cian 
(DHS Help Desk Located at 1575 

Sherman Street) 
All help desk tickets whether they are a 
Level 1, 2, or 3 have to go through the  
DHS Help Desk  

 Answer calls 
 Determine scope of problem 
 Log tickets 
 Assign priority 
 Maintain history database 
 Work problems that can be resolved quickly 
 Forward tickets to Level 2, if unresolved 
 Contact users after tickets are resolved to verify a satisfac- 

tory solution and close ticket 
Level 2 − Experienced CBMS Techni-

cian 
(EDS Help Desk Located at 455 
Sherman Street)  

 Resolve lengthy and more difficult problems 
 Resolve most problems at this level 
 Provide feedback to Level 1 through documentation in  

ticket 
 Manage CBMS functional issues 
 Forward tickets to Level 3, if unresolved 

Level 3 − Most Experienced CBMS 
Technician & Production 
Support Team 

Located at the CBMS Site – 455 
Sherman Street 

 Resolve the most difficult problems 
 Provide feedback to Levels 1 and 2 through documentation 

in ticket 
 Work with the State and other agencies on issues not re- 

solvable by CBMS staff 
 
The three-level approach is tailored into two support modes to leverage existing procedures and 
facilities that are in use by the State.  The first support mode mirrors the Department of Human 
Services customer support process.  The second support mode is designed to provide support to 
users at Medical Assistance (MA) sites.   
 
State and County User Support 
 
State users and some county users report problems and support needs directly to the DHS Help 
Desk while the remaining county users have a county Help Desk where they make first contact 
with the support process.  If the county Help Desk is unable to satisfy the user’s needs, the prob-
lems are escalated to the DHS Help Desk.  The state and county Help Desks provide Level 1 and 
Level 2 support for users.  Level 3 support will be provided by the CBMS help desk.   
 
Medical Assistance Site User Support 
 
The EDS help desk is designed to provide a thorough level 1-3 support for all HCPF and MA site 
users.  This efficient approach allows timely and complete follow through of issues raised by us-
ers. 
 
Problem Prioritization  
 
Problems are managed based on the priority level assigned.  Problem priority is critical to identi-
fying the magnitude and scope of the problem being experienced by the user.  It also defines the 
urgency and level of resources that must be applied to the problem to affect an appropriate reso-
lution. The following table describes the priorities currently in use by the DHS and CBMS Help 
Desk:   
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Priority Type of Problem Response 
1 A critical application or service is totally 

unusable or unavailable for multiple users.  
Impact on the customer is disabling. 

 Notification − 15 minutes 
 Assignment − 15 minutes 
 Resolution or plan for resolution − 4 busi-

ness hours 
2 Ability to use a critical system, applica-

tion, or service is severely limited.  Impact 
on customer is severe. 

 Notification − 2 hours 
 Assignment − 2 hours 
 Resolution or workaround − 3 business days 

3 Ability to use a production system, appli-
cation, or service with some degradation of 
features or services normally provided is 
possible.  Impact on customer is apparent 
but not disabling or severe. 

 Notification − 2 hours 
 Assignment − 4 hours 
 Resolution or workaround − 14 calendar 

days 

4 Problem is apparent, but circumvention or 
alternative is available.  Impact on cus-
tomer is minimal. 

 Notification − 2 hours 
 Assignment − 4 hours 
 Resolution or workaround − 30 calendar 

days 
5 This priority is reserved for problems that 

do not fit into the above priorities. 
 Notification − 2 hours 
 Assignment − 4 hours 
 Resolution or workaround − 60 calendar 

days 
 

 
According to their county department infrastructure support option, counties may commit to pro-
viding first line and other support to their network users.  The options and associated support are 
set forth in the chart below: 
 

Support Option Support Provided 
Option 1 County support staff will meet Helpdesk and Desktop Sup-

port/Server Services needs for their users, and in some cases, in-
frastructure/connectivity.  The counties will support all network 
files and print services as well as all county applications. If an 
unresolved problem relates to core applications and equipment, 
then county support staff will place a call to the DHS State Help-
desk.  However, if the problem is caused by the county’s misuse 
of the equipment, the repair and/or replacement of such equip-
ment will be at that county’s expense and replaced only after a 
county purchase order is presented to the provider of the equip-
ment.  The DHS Helpdesk will either resolve the problem or gen-
erate a ticket and direct the call to DRCs support staff.  No 
problems from end users will be accepted from Option 1 sites. 

Option 2 Option 2 network users will contact the DHS State Helpdesk as 
their first line of support.  The DHS Helpdesk will either resolve 
the problem or generate a ticket and direct the call to DRCs sup-
port staff.  Problems relating to non-State-standard applications 
will be directed back to county support personnel for resolution.  
If the problem is caused by the county’s misuse of the equipment, 
the repair and/or replacement of such equipment will be at that 
county’s expense and replaced only after a county purchase order 
is presented to the provider of the equipment. 
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Support Option Support Provided 
Option 3 Option 3 counties have elected to provide all support to their us-

ers except issues relating to network hardware repair or network 
infrastructure hardware operations.  In such cases, the county sup-
port staff will place a call to the DHS State Helpdesk staff, which 
will either resolve the problem or place a ticket to transfer the call 
to DRCs support staff.  No problems from end users will be ac-
cepted from Option 3 sites.  If the problem is caused by the 
county’s misuse of the equipment, the repair and/or replacement 
of such equipment will be at that county’s expense and replaced 
only after a county purchase order is presented to the provider of 
the equipment. 

State Users Infrastructure at the State Child Welfare and Division of Youth 
Correction facilities is totally supported by the State.  This in-
cludes administration, troubleshooting, upgrades and fixes.  Prob-
lems and questions with Trails, CBMS, and CFMS applications 
will be reported through the DHS State Helpdesk and forwarded 
to the appropriate application helpdesk through the CA Advanced 
Helpdesk tool. 

Children Youth 
and Families/ 

CBMS Training 
Sites 

Infrastructure at the 3 training sites are supported by DRC support 
staff as Option 1 sites. Training sites are: Pinnacle (Denver), 
Grand Junction, and Colorado Springs. 
 

 
K.  CBMS Training 

Background on CBMS Development/Training Timeframe 
 
The key to a successful training program is the completion of a thorough analysis of training 
needs.  As stated earlier in the report, the State contracted with Dynamic Research Corporation 
(DRC) to develop the CBMS Training Plan, the training curriculum, scheduling, as well as the 
design of training materials and tools.  State CBMS staff reviewed and approved the training 
plan, all training materials and other pertinent documents.   
 
DRC also developed Computer-Based Training (CBT) modules to supplement the content used 
in the classroom setting.  
 
CBMS Training after Implementation 
 
After CBMS implementation, the CBMS Training Team prepared training sessions, curriculum 
and power point presentations for CBMS users across the state.  These sessions focused on criti-
cal areas that give users the most difficulty.  Additionally, data from the help desk identifies 
trends or areas with significant problems.  This data is reviewed to determine areas for specific 
training focus. 
 
 



Colorado Department of Health Care Policy & Financing  
and Department of Human Services 

Colorado Benefits Management System 
Report on Controls Placed in Operation and Tests of Operating Effectiveness 

Period from January 1, 2005 through June 30, 2005 
 

 

42 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

 

Online Help Screens 
 
The online help screens are available for each CBMS screen and maintained by the CBMS 
Training Team.  The online help screen function is context sensitive and provides help at the 
field level.  It provides instruction to the user on how to use the field and explains the drop down 
options that are available to the user.  A help index is available and can be used to access specific 
subjects.   
 
Summary 
 
The information presented above is designed to provide the reader a brief description of the ac-
tivities performed by CBMS.  CBMS’ management believes the activities are appropriate for the 
services provided.  

CBMS’ specific control objectives and related control activities are included in Section V of this 
report, “Information Provided by the Service Auditor,” and captioned as “Provided by CBMS.”  
Although the specific control objectives and control activities are included in Section V, they are 
nonetheless an integral part of CBMS’ description of controls. 
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Section V 
Information Provided by the Service Auditor 
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Findings and Recommendations 
Introduction 
 
Our responsibility was to express an opinion about whether: 
 
• The description of controls presents fairly, in all material respects, the relevant aspects of the 

Colorado Benefits Management System (CBMS) controls that had been placed in operation 
from January 1, 2005 through June 30, 2005. 

• The controls, as provided in the CBMS description of controls, are suitably designed to pro-
vide reasonable assurance that the specified control objectives would be achieved if the de-
scribed controls were complied with satisfactorily and the client organizations applied the 
internal control structure controls contemplated in the CBMS controls. 

• The controls were operating with sufficient effectiveness to provide reasonable, but not abso-
lute, assurance that the control objectives, specified by CBMS management, were achieved 
during the period covered by our report. 

 
We identified opportunities for improving the controls associated with the Colorado Benefits 
Management System.  This section contains recommendations regarding the effectiveness of 
controls specified by CBMS’ management. 
 
It should be noted that in most instances, the recommendations are the logical result of an excep-
tion noted during the examination.  However, a recommendation may refer to control objectives 
and activities that did not exhibit an exception during the examination.  In these instances, we 
found through our testing that CBMS successfully met the objective but we are making a rec-
ommendation to offer improvements to current established controls. 
 
User Training 
 
Prior to the implementation of CBMS, the State contracted with Dynamic Research Corporation 
(DRC) to develop and manage CBMS training.  Prior to the system going live, DRC was respon-
sible for developing a training plan, training classes, curriculum, and training materials and tools.  
Subsequent to CBMS implementation, additional training functions and enhancements to on line 
help screens have been implemented by the CBMS training team.  Users can submit training re-
quests through various sources, including the County Users Group (CUG) and the Director’s As-
sociation.   
 
CBMS management reports that controls in place are intended to ensure that CBMS users have 
an avenue to voice their training needs and that these needs are addressed in a timely fashion.  
Additionally, the controls provide assurance that training methodologies and approaches are con-
sistently monitored to ensure that staff receive effective training.  During our examination, we 
found that during the January 2005 through June 30, 2005 period, training requests were accom-
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modated to the degree possible (see Figure 23.2 later in this section).  However, we noted that 
many user training requests were not met.  Additionally, there was minimal monitoring of train-
ing activities and methodologies to ensure that adequate training was being provided to end us-
ers. 
 
OCBMS, DHS and HCPF needs to place more emphasis on end user support training.  A critical 
component of an effective system of internal control is adequately trained staff, and a key com-
ponent of supporting stated user controls is to ensure timely response to user training needs.  
Failure to respond to user training requests and the absence of monitoring the effectiveness of 
current training efforts can result in improper system usage, inaccurate user data input and incor-
rect benefit payments. 
 
Recommendation 1 
 
The Office of the Colorado Benefits Management System, the Department of Health Care Policy 
and Financing, and the Department of Human Services should ensure that adequate training is 
developed and offered to end users by:  
 

a) Evaluating the sufficiency of Colorado Benefits Management System resources and the 
staff organization responsible for identifying, prioritizing, developing, implementing, and 
monitoring requested training. 

 
b) Consulting with end users to identify critical training needs and immediately develop 

training classes to meet those needs.  
 

c) Considering implementing a requirement that all county, Medical Assistance site, and 
Department employees with a need to utilize the Colorado Benefits Management System 
(CBMS) attend core training courses.  Users’ continued access to CBMS should be con-
tingent upon completion of the core training courses within a specified period of time, 
and in the case of new users, should be completed prior to obtaining security access to 
CBMS.   

 
d) Taking steps to remediate identified weaknesses and evaluate contracting with a third 

party to mitigate key training needs and implement an effective long term training solu-
tion. 

 
Office of the Colorado Benefits Management System Response: 

 
Agree.  Implementation Date: Ongoing. 
 
Since the audit time frame, the Office of CBMS has developed a large number of training 
courses and has been offering them to all end-users.  The courses include: (1) CBMS 101, 
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102, and 103; (2) CBMS Business Objects 101, 102, and 103; (3) CBMS Security 101 
and 102; (4) CBMS Basic Training 101; and (5) Adult Protection Services Training.  The 
Office of the Colorado Benefits Management System has always made CBMS training 
available and will continue to do so.  OCBMS has a fully staffed training unit now and 
user requests are prioritized through the Training Advisory Group (TAG) which is also 
comprised of the County User Group (CUG) and training classes and/or procedures are 
developed.   OCBMS will continue to offer end-users adequate training. 

 
Department of Health Care Policy and Financing Response: 

 
a) Agree.  Implementation Date: August 2006. 
 
The Department of Health Care Policy and Financing (HCPF) defers this response to the 
Office of CBMS since it involves the evaluation of Office of CBMS resources.  HCPF 
does agree to continue to contribute programmatic resources to training.  
 
b) Agree.  Implementation Date: August 2006 and Ongoing. 
 
The Departments and the Office of CBMS (OCBMS) have formed a Training Advisory 
Group comprised of staff from OCBMS, the Department of Health Care Policy and Fi-
nancing (HCPF) and the Department of Human Services as well as representatives from 
the counties and medical assistance (MA) sites.  The Training Advisory Group was 
formed in response to the varied policy and technical training needs of the counties and 
MA site staff.  Training plans will be developed and implemented based on assessments 
and Training Advisory Group recommendations by August 2006.  HCPF also assesses 
training needs and supports end users through Medicaid Eligibility Quality Control on-
site visits and Eligibility Policy trainings.  Training plans will be developed and imple-
mented based on assessments and Training Advisory Group recommendations. 
 
c) Agree. Implementation Date: December 2006. 
 
The Department of Health Care Policy and Financing’s response is the same as for Rec-
ommendation 3 in the Eligibility Determinations for Federal Benefit Programs Perform-
ance Audit (Report No. 1735, dated April 2006).  “The Office of CBMS is responsible for 
providing core training.  HCPF defers to the Office of CBMS to respond to the recom-
mendation about core training and requiring training prior to system access.”  
 
d) Agree.  Implementation Date: August 2006 and Ongoing. 

 
The Department of Health Care Policy and Financing’s approach to the remediation of 
weaknesses is detailed in the response to Recommendation No. 1b.  HCPF will leave the 
evaluation of contracting with a third party to the Office of CBMS.  
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Department of Human Services Response: 
 
Agree.  Implementation Date: Ongoing. 
 
Since the audit time frame, the Department of Human Services has formed the Training 
Advisory Group (TAG).  This group is comprised of staff from the Office of CBMS, De-
partment of Health Care Policy and Financing and the CBMS County User Group.  This 
group has supported the development and implementation of the following courses: (1) 
CBMS 101, 102, and 103; (2) CBMS Business Objects 101, 102, and 103; (3) CBMS Se-
curity 101 and 102; (4) CBMS Basic Training 101; and (5) Adult Protection Services 
Training.  This group will continue to improve the training program. 

 
Help Desk Operations 
 
The DHS help desk was designed to provide reliable, responsive, and effective support for all 
users of the CBMS application.  CBMS users report problems to help desk technicians who cre-
ate tickets and assign priority levels based on the urgency and level of resources necessary to re-
solve the problem.  Upon resolution of a ticket, a help desk technician must contact the user to 
verify that the problem was resolved.   
 
The Office of CBMS and DHS have established goals and control objectives that are intended to 
provide reasonable assurance that help desk tickets will be handled in an expedited manner with 
quick resolution that is communicated to the user.  However, during our examination, we found 
that the DHS help desk lacked effective communication with users during the January 2005 
through June 30, 2005 period, particularly relating to standards on how to follow up on open 
tickets.  It was also noted that a goal to monitor error trends among counties was not completed. 
 
The DHS help desk is a critical point of support to users of the CBMS system.  It is imperative 
that communication between the DHS Help Desk and CBMS users is improved so that problems 
are resolved in a timely manner.  Further, monitoring error trends is an effective tool to identify 
which counties are continuing to experience the same problems and ensures that these problems 
will be addressed timely. 
 
Recommendation 2 
 
The Office of the Colorado Benefits Management System and the Department of Human Ser-
vices should improve the DHS help desk function by:   

 
a) Implementing policies and procedures that establish specific time periods relating to fol-

low up on open tickets.   
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b) Implementing a monitoring and reporting function so that error trends among the counties 
are identified and addressed in a timely manner. 

 
Office of the Colorado Benefits Management System Response: 
 

Agree.  Implementation Date: September 2006. 
 
The Office of the Colorado Benefits Management System with support from the Depart-
ment of Human Services and the Department of Health Care Policy and Financing has 
improved the CBMS help desk function since the audit timeframe by: (1) decreasing the 
outstanding active Help Desk tickets from over 4500 in March 2005 to under 2000 now; 
(2) reinforcing policies and procedures that establish specific time periods relating to fol-
low up on open tickets; (3) participating with DHS in their ongoing feasibility study and 
their new business model which includes the Help Desk process; (4) posting of a DHS 
weekly ticket report on the portal.  This allows users to view the status of their help desk 
ticket(s); and (5) reviewing old help desk tickets before January 2006; and (6) called the 
counties and closed a large number of old help desk tickets pre November 2005.   
 
The Office of CBMS will work with the Department of Human Services Help Desk to 
implement a monitoring and reporting function so that error trends among the counties 
are identified and addressed in a timely manner.  OCBMS will utilize the CDHS CA Ser-
vice Center to accomplish the monitoring of error trends. 

 
Department of Human Services Response: 
 

a) Agree.  Implementation Date: Implemented. 
 
To the extent this recommendation relates to the DHS Help Desk (tier 1 &2), procedures 
regarding specific time periods related to follow-up on open tickets have been docu-
mented.  An example of this procedure can be found in this audit report in Section J lo-
cated in the table that describes priority levels and response time to open tickets.   
 
b) Agree.  Implementation Date: December 2006. 
 
The DHS agrees with this recommendation.  During the time period of this audit some 
initial steps were taken to address error trends.  Some of these are: a “knowledge base” 
(documents and outlines known problems and possible solutions) was established for ref-
erence by CBMS users and Help Desk technicians; data mining of help desk tickets oc-
curred to search for common problems; the email process for closing tickets was 
modified to notify the requestor and notify another county selected key individual; a 
process was in place to aid in the identification of the root-cause of a problem that had 
been resolved, etc.  Since July 2005 additional actions have been taken, examples are:  all 
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help desk tickets were analyzed to ensure they were being addressed by the appropriate 
group (tier 3); all tickets were reviewed to ensure that all tickets with related problems 
were grouped together (parent/child tickets); help desk tickets are being categorized on a 
weekly basis to indicate priority level, volume, and program areas (including counties) 
that need to be addressed; a task force was formed as part of the Departments New Busi-
ness Model project to review all outstanding complaints regarding the help desk process 
and propose and implement solutions.  This is an ongoing effort that is constantly looking 
for ways to improve.  The next planned step by DHS is to procure a more robust report-
ing tool to further improve the department’s ability to research and report data to the us-
ers and search for problem trends.  

 
Source Code Version Control 
 
The CBMS development contract outsourced the development tool suite, project development 
methodology, and management of the hardware and technical architecture to EDS.  As stated 
earlier in the report, EDS is contractually obligated to provide all changes to the application 
software, database, and rules engine.  As such, EDS has control over any changes that are made 
to CBMS source codes.   
 
CBMS management reports that controls in place are intended to ensure that old source codes 
can be retrieved and put back into production, and that the methodology for controlling changes 
to application software and different versions of that software is monitored.  However, during 
our examination we noted that CBMS did not maintain version control documentation to ensure 
that all software versions and software changes were appropriately monitored. 
 
The ability to restore to a previous version of software is critical in the event a software update 
encounters a critical or fatal flaw.  Maintaining clear documentation of the status of production 
and previous versions of software is vital to achieve this goal. 
 
Recommendation 3 
 
The Office of the Colorado Benefits Management System, the Department of Health Care Policy 
and Financing, and the Department of Human Services should take steps to monitor EDS source 
code back up version documentation by implementing a backup and production version control 
status report with EDS. 
 
Office of Colorado Benefits Management System Response: 
 

Agree.  Implementation Date: August 2006. 
 
The Office of CBMS has hired a Technical Manager to perform the technical tasks such 
as issues/problems/solutions that might arise.  This person will be working closely with 
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EDS.  The Office of CBMS will take the necessary steps to monitor EDS source code 
backup version documentation by implementing a backup and production version control 
status tracking report with EDS. 

 
Department of Health Care Policy and Financing Response: 
 
 Agree.  Implementation Date: Ongoing. 
 

The Department of Health Care Policy and Financing (HCPF) defers to the Office of 
CBMS on this recommendation.  The Office of CBMS is responsible for working with 
the vendor that maintains the source code.  HCPF will recommend to the OCBMS to im-
plement a Source Code Version Control process and to report on it regularly to the De-
partment.  HCPF will actively participate in the review of the Source Code Version 
Control report. 

 
Department of Human Services Response: 
 

Agree.  Implementation Date: August 2006. 
 
The Department of Human Services assisted the OCBMS in the hiring of a Technical 
Manager to perform the technical tasks such as issues/problems/solutions.  The Depart-
ment works closely with the Technical Manager and will provide support/assistance to 
the OCBMS in the development of the steps to monitor EDS source code backup version 
documentation by implementing a backup and production version control status tracking 
report with EDS. 

 
Internal Controls over CBMS 
 
CBMS is defined as a system that supports a single-purpose application in a one stop environ-
ment and integrates client-based automated systems to improve worker productivity and client 
services.  The CBMS initiative focused on consolidating and eliminating existing antiquated leg-
acy systems in an effort to streamline and standardize eligibility determinations.   
 
Due to the complexity and volume of benefit eligibility information that CBMS processes on a 
daily basis, strong internal controls over the system are vital.  Ultimately, it is DHS’s, HCPF’s 
and OCBMS’s joint responsibility to ensure that controls over CBMS are adequate and that 
benefit eligibility information  is accurate.  In order to determine whether the internal controls in 
place over the system are adequate, periodic reviews must be conducted of the system’s internal 
controls.  Such reviews are required under the American Institute of Certified Public Account-
ants Statement on Auditing Standards (SAS) No. 70, Reports on the Processing of Transactions 
by Service Organizations.  Under the Standard, there are two types of SAS 70 audits, Type 1 and 
Type 2.  A Type 1 report describes the service organization’s controls at a specific point in time, 
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while a Type 2 report includes the service organization’s description of controls, as well as de-
tailed testing of the service organization’s controls over a minimum six month period.  OCBMS, 
DHS, and HCPF jointly are considered the service organizations for CBMS; as such, they main-
tain responsibility for CBMS controls. 
We performed this SAS 70 Type 2 examination under contract with the Office of the State Audi-
tor (OSA) in order to assist the OSA in obtaining assurance regarding CBMS controls in place 
during the period of January 1 through June 30, 2005.  However, from the counties’ perspective, 
CBMS is a service organization for the purposes of processing eligibility determinations for 
twelve high-level program groups.  As the service organization, it is the responsibility of CBMS 
management to plan for the provision of future SAS 70 Type 2 examinations.   
 
Additionally, Electronic Data Systems (EDS) is the primary service provider for CBMS.  While 
OCBMS, DHS and HCPF provide key management services, the State/EDS contract requires 
that EDS provide timely and systematic software development and modifications to CBMS, ap-
propriate levels of CBMS testing, maintenance of CBMS systems documentation, and the 
smooth migration of accepted software modifications into operations. EDS is responsible for all 
changes to the application software, database and rules engine, as well as providing “bug” fixes 
and trouble shooting. Thus, EDS is acting as a key service provider to CBMS on behalf of the 
state agencies.   
 
The CBMS controls contained in this SAS 70 report include both EDS controls and State con-
trols.  The State’s activities that are designed to monitor EDS controls are also included.  Many 
of the controls referenced in Sections 10 and 21 of the testing matrix are under the purview of 
EDS.  Since EDS can be defined as a service organization to the State, it is critical that OCBMS, 
the Department of Human Services, and the Department of Health Care Policy and Financing 
jointly obtain a SAS 70 Type 2 examination of EDS in order to provide assurance that EDS has 
implemented effective controls over activities and processes affecting services provided to 
CBMS and the State.  The Office and Departments should consider accomplishing this objective 
by including a review and testing of EDS controls in the next SAS 70 engagement of CBMS. 
 
Recommendation 4 
 
The Office of the Colorado Benefits Management System, the Department of Health Care Policy 
and Financing, and the Department of Human Services should ensure that SAS 70 Type 2 ex-
aminations of the controls in place within the Colorado Benefits Management System are con-
ducted on a regular basis. 
 
Office of the Colorado Benefits Management System Response: 
 

Agree.  Implementation Date: February 2007. 
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The Office of the Colorado Benefits Management System will work with the Department 
of Health Care Policy and Financing and the Department of Human Services to jointly 
ensure that a SAS 70 Type 2 examination of the controls in place with CBMS are con-
ducted on a regular basis.   
 

Department of Health Care Policy and Financing Response: 
 

Agree.  Implementation Date: July 2006 and Ongoing. 
 
The Department of Health Care Policy and Financing agrees to jointly request ongoing 
funding for an independent SAS 70 auditor for CBMS with the Department of Human 
Services and the Office of CBMS. 

 
Department of Human Services Response: 
 

Agree. Implementation Date: February 2007. 
 
The Department of Human Services will work with the Department of Health Care Policy 
and Financing and the Office of the Colorado Benefits Management System to jointly en-
sure that a SAS 70 Type 2 examination of the controls in place with CBMS are conducted 
on a regular basis.   

 
Recommendation 5 
 
The Office of the Colorado Benefits Management System, the Department of Health Care Policy 
and Financing, and the Department of Human Services should expand the scope of future Colo-
rado Benefits Management System SAS 70 Type 2 examinations to include a direct examination 
of EDS services provided to the state.  
 
Office of the Colorado Benefits Management System Response: 

 
Agree.  Implementation Date: February 2007. 
 
The Office of the Colorado Benefits Management System will work with the Department 
of Health Care Policy and Financing and the Department of Human Services to expand 
the scope of future Colorado Benefits Management System SAS 70 Type 2 examination 
to include a direct examination of EDS services provided to the State. 

 
Department of Health Care Policy and Financing Response: 

 
Agree.  Implementation Date: July 2006 (contingent on funding). 
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The Department of Health Care Policy and Financing agrees to jointly request, with the 
Department of Human Services and the Office of CBMS, the inclusion of EDS in future 
SAS 70 audits for CBMS. 

 
Department of Human Services Response: 

 
Agree.  Implementation Date: February 2007. 
 
The Department of Human Services will work with the Department of Health Care Policy 
and Financing and the Office of the Colorado Benefits Management System to expand 
the scope of future Colorado Benefits Management System SAS 70 Type 2 examination 
to include a direct examination of EDS services provided to the State. 

 
Implement a Risk Assessment Framework  
 
Risk management is the process of identifying, analyzing, mitigating and tracking risk in order to 
minimize the impact of risk on the project.  An effective risk assessment process provides impor-
tant guidance when reviewing and implementing controls to ensure the confidentiality, integrity 
and availability of information.  Risk assessment activities should occur at the entity (organiza-
tional) and activity (specific project) levels. 
 
The Office of CBMS reports that a risk assessment framework has been implemented at the en-
tity and activity levels.  This framework is intended to provide reasonable assurance that risks are 
identified and that a mitigation plan is developed and implemented.  During our examination, we 
found that a risk management committee was created prior to the implementation of CBMS and 
a risk assessment framework was designed.  However, this committee was dismantled in Sep-
tember 2004 and there is no evidence that a risk assessment framework was maintained subse-
quent to the implementation of CBMS.  Further, CBMS Control Objective No. 6 on pages 70 
through 71 of this report indicates a commitment to continuous and active risk assessments.  
However, we found that while periodic meetings are held to discuss risks, there were no formal 
risk assessments performed after the implementation of CBMS.   
 
The lack of controls to identify, assess and manage risks could limit CBMS’ ability to provide 
accurate and efficient processing of eligibility determinations and benefit issuance for welfare 
and medical assistance programs administered by HCPF and DHS.  
 
Recommendation 6 
 
The Office of the Colorado Benefits Management System, the Department of Health Care Policy 
and Financing, and the Department of Human Services should create and implement an entity 
and activity based risk assessment framework that includes:  
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a) Implementing an ongoing risk assessment calendar at the entity level.  The risk assess-
ment should consider threats and vulnerabilities, the potential frequency of identified 
threats occurring, the impact and types of potential losses resulting from threats to CBMS 
information related assets and the potential safeguards that could mitigate the impact of 
identified vulnerabilities and threats. 

 
b) Incorporating appropriate formal risk assessment processes at the activity level. 

 
Office of the Colorado Benefits Management System Response: 
 

Agree.  Implementation Date: September 2006. 
 
During the audit period of January 2005 through June 30, 2005, OCBMS had limited re-
sources to complete all of the tasks required.  Since this period, the project hired a Tech-
nical Manager and a Quality Assurance Manager and these two people will lead the effort 
to address this recommendation.  During the audit period of January 2005 through June 
30, 2005 risk assessment was addressed daily through the following meetings activities:  
(1) CBMS team lead meetings every Monday morning; (2) CBMS Executive meetings 
every Wednesday and Thursday mornings (3) CBMS project management review of pro-
jects meetings every Tuesday afternoon (4) CBMS Project Managers document risks for 
their individual projects on their weekly Status Reports (5) CBMS decision table meet-
ings; (6) Change Control Board; (7) ad hoc meetings related to specific issues/problems; 
(8) Tiger Teams; and (9) Quick Response Teams to address specific issues. 

 
The Office of the Colorado Benefits Management System will work with the Department 
of Human Services and the Department of Health Care Policy and Financing to create 
and implement a more formal entity and activity based risk assessment framework 
through a formal process and have documentation that includes: (1) implementing an on-
going risk assessment calendar at the entity level and including items mentioned in the 
SAS 70 Audit Report; and (2) incorporating appropriate formal risk assessment processes 
at the activity level. 
 

Department of Health Care Policy and Financing Response: 
 
Agree.  Implementation Date: June 2006. 
 
By June 2006, the Department of Health Care Policy and Financing (HCPF) will request 
the Office of CBMS to re-implement the risk assessment process at the entity and activity 
levels.  HCPF will actively participate in any risk assessment committee established by 
the Office of CBMS. 
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Department of Human Services Response: 
 

Agree.  Implementation Date: September 2006. 
 
During the audit period of January 2005 through June 30, 2005, DHS had limited re-
sources to complete all of the tasks required.  Since this period, open positions have been 
nearly filled and additional resources have been requested.  During the audit period of 
January 2005 through June 30, 2005 risk assessment was addressed through the following 
meetings activities: (1) CBMS Executive meetings every Wednesday; (2) CBMS/DHS 
program specific meetings; (3) CBMS decision table meetings (4) CBMS Change Con-
trol Board; (5) ad hoc meetings related to specific issues/problems; (6) Tiger Teams; and 
(7) Quick Response Teams to address specific issues. 

 
The Department of Human Services will work with the Office of the CBMS and the De-
partment of Health Care Policy and Financing to create and implement a more formal en-
tity and activity based risk assessment framework through a formal process and have 
documentation that includes: (1) implementing an ongoing risk assessment calendar at 
the entity level and including items mentioned in the SAS 70 Audit Report; and (2) in-
corporating appropriate formal risk assessment processes at the activity level. 

 
Align Business Objectives with Strategic Plans 
 
Strategic planning provides direction and focus to help meet business objectives.  It points to 
specific results that are to be achieved and establishes a course of action for achieving them.  
Federal regulations require that the CBMS Strategic Plan be revised annually.  During our ex-
amination, we found that an initial Advanced Planning Document was created in 2002 and was 
revised in calendar year 2003.  The Office of CBMS was unable to provide an updated plan for 
the time period between the revision in calendar year 2003 and June 30, 2005, the end of the au-
dit period.  Further, there was also no regular documentation of the alignment between business 
objectives and the strategic plan.  Without an annually updated strategic plan for CBMS, the Of-
fice and Departments cannot ensure that procedures and policies are in line with future goals for 
CBMS; further, the Office and Departments are out of compliance with federal regulations re-
quiring annual revisions to the plan. 
 
Recommendation 7 
 
The Office of the Colorado Benefits Management System, the Department of Health Care Policy 
and Financing, and the Department of Human Services should institute a process to regularly 
align business objectives with strategic plans and update these plans annually as required by fed-
eral regulations. 
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Office of the Colorado Benefits Management System Response: 
 

Agree.  Implementation Date: September 2006. 
 
The Office of the Colorado Benefits Management System will work with the Department 
of Human Services and the Department of Health Care Policy and Financing to develop 
and implement a process to regularly align business objectives with strategic plans and 
update these plans annually. 

 
Department of Health Care Policy and Financing Response: 
 
 Agree.  Implementation Date: Ongoing. 
 

The Department of Health Care Policy and Financing (HCPF) defers to the Office of 
CBMS in instituting a process to align strategic plans with business objectives.  HCPF 
agrees to actively participate in the strategic plan review process and ensure that such 
plan meets federal regulations. 

 
Department of Human Services Response: 
 

Agree.  Implementation Date: September 2006. 
 
The Department of Human Services will work with the Office of the Colorado Benefits 
Management System and the Department of Health Care Policy and Financing to develop 
and implement a process to regularly align business objectives with strategic plans and 
update these plans annually. 

 
Management Review of Internal Policies and Procedures 
 
OCBMS, DHS and HCPF management report that CBMS internal policies and procedures are 
reviewed periodically to reflect changing business conditions.  The Office and Departments have 
implemented several communication methods such as weekly meetings that are intended to fa-
cilitate discussions regarding changes. During our examination of meeting minutes from the 
State Policy Group meetings, Unit Meetings and Change Control Board meetings we found that 
many issues are discussed but are not tied directly to revisions of internal policies and proce-
dures.  Further, we found that there is no formal process to periodically document the updating of 
internal policies and procedures. 
 
Current and accurate internal policies and procedures help to ensure appropriate actions are taken 
by management and staff and help to maintain continuity of activity in the face of change.   
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Recommendation 8 
 
The Office of the Colorado Benefits Management System, the Department of Health Care Policy 
and Financing, and the Department of Human Services should periodically perform a docu-
mented review and update of internal policies, procedures, and standards to reflect changing 
business conditions. 
 
Office of the Colorado Benefits Management System Response: 
 

Agree.  Implementation Date: August 2006. 
 
Since the audit time frame, the Office of CBMS is in the process of developing opera-
tional procedures such as the CBMS User Acceptance Test Procedure, CBMS Require-
ments Development and Status Reporting Procedure, and updating the Decision Table 
Procedure and Change Control Procedure.  CBMS had limited resources during the SAS 
70 audit timeframe, January 2005 through June 2005.  Since then CBMS has been able to 
hire more staff to perform the tasks.  We now have hired a Technical Manager and a 
Quality Assurance Manager.  The Office of the Colorado Benefits Management System 
will periodically perform a documented review and update of policies, procedures, and 
standards to reflect changing business conditions.  These documented reviews and up-
dates will take place quarterly.   

 
Department of Health Care Policy and Financing Response: 
 
 Agree.  Implementation Date: Ongoing. 
 

The Department of Health Care Policy and Financing defers to the Office of CBMS re-
garding setting up a timeline and a process for procedure review.  HCPF will actively 
participate in the review of internal procedures.   
 

Department of Human Services Response: 
 

Agree.  Implementation Date: August 2006. 
 
The Department of Human Services will work with the Office of the Colorado Benefits 
Management System and the Department of Health Care Policy and Financing to support 
the process of developing operational procedures such as the CBMS User Acceptance 
Test Procedure, CBMS Requirements Development and Status Reporting Procedure, and 
update the Decision Table Procedure and Change Control Procedure. 
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Documentation of Employee Review 
 
OCBMS, DHS, and HCPF have implemented formal hiring practices that are designed to ensure 
that new employees are qualified for the position.  Job descriptions, including duties and job 
qualifications such as education, experience, skills, and expertise, are documented in the Position 
Description Questionnaire (PDQ).  Each PDQ contains a signature line for the employee to sign 
indicating that he or she has read and understands the job roles and responsibilities.   
 
Prior to the establishment of the Office of CBMS on June 1, 2005, all staff working on CBMS 
were employees of either DHS or HCPF.  During our examination for the January 2005 through 
June 30, 2005 period, we reviewed a total of four PDQs for DHS and HCPF employees working 
on CBMS to determine if the employee’s roles and responsibilities were clearly defined.  While 
it appears that roles and responsibilities were documented on the PDQs, we found that only one 
of the four PDQs was signed by the employee.  Documentation of employee review of roles and 
responsibilities is fundamental to the concepts of audit, human resource management, and sanc-
tion requirements.  This helps to verify that employees understand job responsibilities.   
 
Recommendation 9 
 
The Office of the Colorado Benefits Management System, the Department of Health Care Policy 
and Financing, and the Department of Human Services should implement a process to ensure 
roles and responsibilities documented in the Position Description Questionnaires for CBMS posi-
tions are reviewed and signed by employees.  
 
Office of Colorado Benefits Management System Response: 
 

Agree.  Implementation Date: July 2006. 
 
The Office of the Colorado Benefits Management System will implement a process to 
ensure roles and responsibilities documented in the Position Description Questionnaire 
for CBMS positions are reviewed and signed by employees. 

 
Department of Health Care Policy and Financing Response: 
 
 Agree.  Implementation Date: No Longer Applicable. 
 

The Department of Health Care Policy and Financing has delegated appointing authority 
for reassigned staff to the Office of CBMS in a letter dated July 7, 2005.  The Office of 
CBMS must respond to findings regarding the personnel procedures affecting those em-
ployees. 
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Department of Human Services Response: 
 

Agree.  Implementation Date: July 2006. 
 
The Department of Human Services will implement a process to ensure roles and respon-
sibilities documented in the Position Description Questionnaire for CBMS positions are 
reviewed and signed by employees. 
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Control Objectives, Control Activities, Tests of Operating 
Effectiveness and Results of Tests 

Our examination was restricted to selected services provided to system users by the Office of 
CBMS, Department of Health Care Policy and Financing, and Department of Human Services 
including users of the CBMS application and, accordingly, did not extend to controls in effect at 
user locations (i.e., county departments of social services and medical assistance sites).  It is each 
interested party’s responsibility to evaluate this information in relation to controls in place at 
each user location in order to assess the total system of internal control.  The user and CBMS 
portions of the system must be evaluated together.  If effective user controls are not in place, 
CBMS controls may not compensate for such weaknesses. 
 
Our examination included interviews with key personnel, review of available documentation and 
security procedures, and observation and inspection of certain controls surrounding and provided 
by the CBMS systems.  Our examinations were performed as of June 30, 2005, and were de-
signed only to clarify your understanding of the information contained in the attached descrip-
tion.  In addition, we applied tests to specific controls to obtain evidence about their 
effectiveness in meeting the related control objectives, described in Section V of this report, dur-
ing the period of January 1, 2005 to June 30, 2005.   

The objectives of data processing controls are to provide reasonable, but not absolute, assurance 
about such things as: 

 Protection of data files, programs and equipment against loss or destruction. 
 Prevention of unauthorized use of data records, programs and equipment. 
 Proper handling of input and output data records. 
 Reliable processing of data records. 

 
The concept of reasonable assurance recognizes that the cost of a system of internal control 
should not exceed the benefits derived and, additionally, that evaluation of internal control nec-
essarily requires estimates and judgments by management. 
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Figure 1 – CBMS Strategic Plan 

 
Provided by CBMS Provided by BKD 

 
Control Objective 

 
Control Activity 

 
Testing Procedures Results 

1) CBMS Management 
staff prepared strategic 
plans for CBMS that aligns 
business objectives with the 
CBMS strategies.  The 
planning approach includes 
mechanisms to solicit input 
from relevant internal and 
external stakeholders im-
pacted by the CBMS stra-
tegic plans. 

Through inquiry, noted that 
the federal government re-
quires the Strategic Plan to 
be updated annually.  Re-
viewed the Advanced Plan-
ning Document (ADP) and 
Re-Planning Document.  

Documents re-
viewed had dates 
from 2002 and 
2003.  No current 
documents pro-
vided. Could find 
no alignment be-
tween business 
objectives and 
strategic plan.  
Exception noted. 

2) Management obtains 
feedback from business 
process owners and users 
regarding the quality and 
usefulness of the CBMS 
plan for use in the ongoing 
changes to the system and 
the risk assessment process. 
 

Through inquiry it was veri-
fied that there are many 
sources used to provide 
feedback to CBMS.  A list 
of top county issues was 
provided and reviewed along 
with meeting minutes from 
the State Policy Group, Unit 
Meetings and Change Con-
trol Board Meeting.  In addi-
tion, Denver County CBMS 
Tips was reviewed 

No exceptions 
noted.  

These controls provide 
reasonable assurance 
that the strategic plan-
ning process is in place 
to provide the direction 
and mandate for helping 
the business achieve its 
objectives. 

3) A Governor’s Task 
Force group was estab-
lished to help with CBMS 
planning and identify pri-
orities.  Committee mem-
bership includes 
representatives from senior 
management, user man-
agement and input from the 
CBMS management staff. 

Through inquiry, it was veri-
fied that a Governor’s Task 
Force did exist during the 
audit period and has since 
been disbanded.  The pur-
pose of the task force was to 
gather issues from counties 
and CBMS and prioritize 
those issues for resolution. 

No exceptions 
noted.  
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Figure 1 – CBMS Strategic Plan 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
4) The CBMS organization 
ensures that CBMS plans 
are communicated to busi-
ness process owners and 
other relevant parties across 
the Organization.  

 

Through observation, it was 
verified that CBMS com-
munications are posted and 
stored on the intranet (por-
tal) for access across the 
organization. Samples of 
Application Release Notes, 
Decision Table Release 
Notes, CBMS Presentations 
and HIPAA information 
were reviewed.  In addition, 
CBMS Communication 
emails were reviewed. 

No exceptions 
noted.  

5) CBMS management 
communicates its activities, 
challenges and risks on a 
regular basis with the CEO 
and DHS/HCPF executive 
management.  
 

Through inquiry and review 
of minutes, it was verified 
that management does 
communicate activities on a 
regular basis. 

No exceptions 
noted.  

 

6) The CBMS organization 
monitors its progress 
against the strategic plan 
and reacts accordingly to 
meet established objectives. 
 

Weekly meetings are held 
and minutes are logged. 
Agendas and minutes from 
six Team Lead meetings 
were reviewed.  During the 
meetings they may touch on 
strategic plan items, but they 
don’t actually use the ADP 
(1.1) to monitor against stra-
tegic plan.  The re-planning 
document (1.1a) was created 
to re-scope the project based 
on monetary concerns.  Both 
of these documents have 
dates of 2002 and 2003 and 
are not current. 

No exceptions 
noted.  
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Figure 2 – CBMS Organization and Relationships 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that the CBMS organi-
zation is responsible for 
managing all aspects of 
the CBMS environment. 

1) CBMS managers (both 
IT and Business) have ade-
quate knowledge and ex-
perience to fulfill their 
responsibilities. 

Through inquiry, it was re-
ported that only personnel 
who are knowledgeable with 
CBMS are hired for man-
agement positions.  PDQs 
do contain documented job 
requirements.  Candidates 
must go through the state 
classified job selection proc-
ess. 

No exceptions 
noted.  

 2) Roles and responsibili-
ties of the CBMS organiza-
tion are defined, 
documented and under-
stood. 

Through review of the Or-
ganizational Chart and 
PDQs for several employ-
ees, it was confirmed that 
roles and responsibilities are 
documented. The PDQ does 
have a signature line for em-
ployees to indicate that they 
have read and understand 
the assignment.   

Of the four PDQs 
reviewed, we 
found only one 
was signed by the 
employee.  Excep-
tion noted. 

 3) CBMS personnel have 
sufficient authority to exer-
cise the role and responsi-
bility assigned to them. 

Through inquiry, it was veri-
fied that roles and responsi-
bilities are documented for 
each position with implied 
authority. 

No exceptions 
noted.  
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Figure 2 – CBMS Organization and Relationships 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 4) The CBMS organiza-

tional structure is sufficient 
to provide necessary infor-
mation flow to manage its 
activities. 

Reviewed communication 
plan, which includes de-
tailed information regarding 
documentation and distribu-
tion responsibilities. 
Through observation, it was 
verified that CBMS com-
munications are posted and 
stored on the intranet (por-
tal) for access across the 
organization.  A Sample of 
Application Release Notes, 
Decision Table Release 
Notes, CBMS Presentations 
and HIPAA information 
were viewed.  CBMS Com-
munication emails were in-
spected. 

No exceptions 
noted.           

 5) CBMS management has 
implemented a division of 
roles and responsibilities 
(segregation of duties) that 
reasonably prevents a sin-
gle individual from sub-
verting a critical process. 

Through inquiry, it was con-
firmed that there is division 
of responsibilities that 
would mitigate risk of sub-
verting a critical process. 
Review of organizational 
chart delineates this separa-
tion. 

No exceptions 
noted.  

 6) CBMS management has 
ensured that personnel are 
performing only those du-
ties stipulated in their re-
spective jobs and position 
descriptions. 

Through inquiry and review, 
it was verified that annual 
evaluations are conducted 
that would include evalua-
tion of performance of ap-
propriate duties.  Weekly 
unit meetings are held where 
managers communicate pro-
jects and tasks to be done. 

No exceptions 
noted.  
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Figure 2 – CBMS Organization and Relationships 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 7) CBMS staff evaluations 

are performed regularly to 
ensure that the IT function 
has a sufficient number of 
competent IT staff neces-
sary to achieve their objec-
tives. 

Selected a sampling of seven 
(20 percent) CBMS employ-
ees and verified that reviews 
were performed for each of 
the seven employees during 
the audit period. 

No exceptions 
noted.  

 8) Contracted staff and 
other contract personnel are 
subject to policies and pro-
cedures, created to control 
their activities by the 
CBMS function, to assure 
the protection of the or-
ganization’s information 
assets. 

Once hired, contract em-
ployees use the same forms 
and follow the same security 
access process as state em-
ployees.  The key difference 
is in the position approval 
and hiring process.  Re-
viewed procurement rules 
and two purchase orders for 
contract employees and 
Statements of Work.  This 
represents 20 percent of con-
tractors hired during audit 
period.  

No exceptions 
noted.  

 9) CBMS staff understands 
and accept their responsi-
bility regarding internal 
control. 

Through inquiry, it was con-
firmed that weekly unit 
meetings are held to review 
projects and clarify respon-
sibilities.   

No exceptions 
noted.  

 10) CBMS strategies and 
ongoing operations are 
formally defined and com-
municated to DHS, HCPF 
and legislators through pe-
riodic meetings (e.g., the 
Colorado Social Services 
Director’s Association 
(CSSDA)).  

Reviewed Directors Asso-
ciation Meeting presentation 
to verify communication of 
operations through periodic 
meetings. 

No exceptions 
noted.  
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Figure 2 – CBMS Organization and Relationships 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 11) Significant CBMS 

events or failures, such as 
security breaches, major 
system failures or regula-
tory failures are reported to 
CBMS Managers. 

Through email, it was con-
firmed that there was no 
formal on call schedule dur-
ing the audit period.  The 
CBMS Application Manager 
took all calls because they 
were in an emergency mode. 
Reviewed Service Level 
Agreement (SLA) reports 
for two months and con-
firmed key service level 
measurements are docu-
mented and communicated 
to CBMS. 

No exceptions 
noted.   
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Figure 3 – Manage Human Resources 

 
Provided by CBMS Provided by BKD 

 
Control Objective 

 
Control Activity 

 
Testing Procedures Results 

These controls provide 
reasonable assurance 
that education and train-
ing of CBMS staff ad-
dress how an 
organization supports its 
people to perform their 
job responsibilities in a 
reliable and controlled 
manner. 

1) Controls are in place to 
support appropriate and 
timely responses to job 
changes and job termina-
tions so that internal con-
trols and security are not 
impaired by such occur-
rences. 

It was reported that there 
were no terminations during 
the audit period so testing 
could not be conducted.  
Reviewed one CBMS Site 
Security Request Form to 
update rights and add email 
access from the audit period. 

No exceptions 
noted.  

 2) The CBMS organization 
subscribes to a philosophy 
of continuous information 
and learning, providing 
necessary training and skill 
development communica-
tion to employees. 

Obtained and reviewed 
schedule of training meet-
ings, agendas, web-based 
training center, HIPAA 
training participants, sign in 
sheets and presentation. 

No exceptions 
noted.  

 3) The CBMS organization 
adopts and promotes the 
entity’s culture of integrity 
management, including 
ethics, business practices 
and human resource 
evaluations, to ensure com-
pliance. 

Reviewed Employee Orien-
tation Handbook, including 
the Employee Code of Con-
duct to confirm the culture 
of integrity and ethics 

No exceptions 
noted.  
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Figure 4 – Define the Information Architecture 

 
Provided by CBMS Provided by BKD 

 
Control Objective 

 
Control Activity 

 
Testing Procedures Results 

These controls provide 
reasonable assurance 
that the information 
should be identified, 
captured and communi-
cated in a form and time 
frame that enables the 
business to carry out its 
responsibilities effec-
tively and on a timely 
basis. 

1) The CBMS management 
has defined information 
capture, processing and 
reporting controls—
including completeness, 
accuracy, communication 
validity and authoriza-
tion—to support the quality 
and integrity of information 
used for disclosure pur-
poses. 

Obtained and inspected the 
CBMS Communication 
Plan, Document Coordina-
tion Process, Emergency 
User Notification Proce-
dure, Standard User Notifi-
cation Procedure and 
Change Control Process 
documents.  Ascertained that 
controls are defined as 
stated. 

No exceptions 
noted. 

 2) CBMS management has 
defined information classi-
fication standards in accor-
dance with Department of 
Human Services and Health 
Care Policy and Financing 
security and privacy poli-
cies. 

Obtained and inspected DHS 
Employee Workbook and 
State of Colorado Employee 
Handbook for policies and 
sanctions for non-
compliance with the control 
objective.  Ascertained that 
controls are defined as 
stated. 

No exceptions 
noted. 

 3) CBMS management has 
defined, implemented and 
maintained security levels 
for each of the data classi-
fications.  These security 
levels represent the appro-
priate (minimum) set of 
security and control meas-
ures for each of the classi-
fications and are 
reevaluated periodically 
and modified accordingly. 

Obtained and inspected a 
copy of CBMS Security 
Workbook.  Ascertained that 
controls are defined as 
stated. 

No exceptions 
noted. 
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Figure 5 - Communicate Management Plan, Goals and Direction 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that the established reli-
able system requires 
participation from all 
members of the CBMS 
organization. 

1) CBMS management has 
developed and documented 
policies and procedures 
governing the CBMS or-
ganization’s activities. 

Reviewed Operational Proc-
esses and Communication 
Plan and verified existence 
and that content contains 
policies and procedures gov-
erning the CBMS organiza-
tion’s activities. 

No exceptions 
noted. 

 2) CBMS management has 
communicated policies and 
procedures governing the 
CBMS organization’s ac-
tivities.  

Through observation, it was 
verified that CBMS com-
munications are posted and 
stored on the intranet (por-
tal) for access across the 
organization. Samples of 
Application Release Notes, 
Decision Table Release 
Notes, CBMS Presentations 
and HIPAA information 
were viewed.  In addition, 
CBMS Communication 
emails and postings were 
reviewed. 

No exceptions 
noted. 

 3) CBMS management pe-
riodically reviews its poli-
cies, procedures and 
standards to reflect chang-
ing business conditions. 

Through review of meeting 
minutes from the State Pol-
icy Group, Unit Meetings 
and Change Control Board 
Meeting, it was verified that 
many issues are discussed 
but are not tied directly to 
revision of policies and pro-
cedures.  

No exceptions 
noted.  

 4) CBMS management has 
processes in place to inves-
tigate compliance devia-
tions and introduce 
remedial action. 

Through inquiry, it was 
conveyed that any compli-
ance action would be taken 
by the deputy director and 
the DHS Remedial Action 
Process would be followed. 
There was no action taken 
during the audit period. 

No exceptions 
noted.   
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Figure 6 – Assess Risks 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that a risk assessment is 
defined as “the identifi-
cation and analysis of 
relevant risks to 
achievement of the ob-
jectives.” 

1) The CBMS organization 
has an entity- and activity-
level risk assessment frame-
work, which is used periodi-
cally to assess information 
risk to achieving business 
objectives. 

Through inquiry and review 
of documentation, it was 
confirmed that periodic 
meetings are conducted 
where issues and statuses 
are reviewed.  A framework 
of risk assessment activities 
was not noted. 

Exception noted. 

 2) Management’s risk as-
sessment framework focuses 
on the examination of the 
essential elements of risk 
and the cause/effect relation-
ship among them, including 
risks related to achieving 
business objectives, regula-
tory compliance, legal com-
pliance, technology 
reliability, information integ-
rity and human resources. 

Through inquiry, it was 
confirmed that a more for-
mal process was in place 
during the implementation 
process but none existed 
after the September 2004 
live date. 

Exception noted. 

 3) A risk assessment frame-
work exists and considers 
the probability and likeli-
hood of threats. 

Through inquiry, it was 
confirmed that a more for-
mal process was in place 
during the implementation 
process but none existed 
after the September 2004 
live date. 

Exception noted. 

 4) The CBMS organization’s 
risk assessment framework 
measures the impact of risks 
according to qualitative and 
quantitative criteria, using 
inputs from different areas 
including, but not limited to, 
management brainstorming, 
strategic planning, past au-
dits and other assessments. 

Through inquiry, it was 
confirmed that a more for-
mal process was in place 
during the implementation 
process but none existed 
after the September 2004 
live date. 

Exception noted. 



Colorado Department of Health Care Policy & Financing  
and Department of Human Services 

Colorado Benefits Management System 
Report on Controls Placed in Operation and Tests of Operating Effectiveness 

Period from January 1, 2005 through June 30, 2005 
 

 

71 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

 

Figure 6 – Assess Risks 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 5) The CBMS organization’s 

risk assessment framework 
is designed to support cost-
effective controls to mitigate 
exposure to risks on a con-
tinuing basis, including risk 
avoidance, mitigation or ac-
ceptance. 

Through inquiry, it was 
confirmed that a more for-
mal process was in place 
during the implementation 
process but none existed 
after the September 2004 
live date. 

Exception noted. 

 6) A comprehensive security 
assessment is performed for 
critical systems and loca-
tions based on their relative 
priority and importance to 
the organization. 

Through inquiry, it was 
confirmed that a more for-
mal process was in place 
during the implementation 
process but none existed 
after the September 2004 
live date. 

Exception noted. 

 7) Where risks are consid-
ered acceptable, there is 
formal documenta-
tion/contractual negotiated 
liabilities.   

Through inquiry and in-
spection, it was ascertained 
that SLAs do document 
thresholds for system 
downtime, response time, 
etc. 

No exceptions 
noted.   

 8)  The CBMS organization 
is committed to active and 
continuous risk assessment 
processes as an important 
tool in providing information 
on the design and implemen-
tation of internal controls, in 
the definition of the IT stra-
tegic plan, and in the moni-
toring and evaluation 
mechanisms. 

Through inquiry, it was 
confirmed that a more for-
mal process was in place 
during the implementation 
process but none existed 
after the September 2004 
live date. 

Exception noted. 
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Figure 7 – Manage Facilities 
  

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that security and related 
controls help the service 
organization maintain 
the security and avail-
ability of their systems. 

1) Access to facilities is 
restricted to authorized per-
sonnel and requires appro-
priate identification and 
authentication (card keys 
and special codes that have 
to be entered after hours). 

Through inspection of facili-
ties accompanied by EDS 
Service Delivery Executive, 
observed that access to fa-
cilities is controlled by card 
key access.  Observed that 
an additional authenticator is 
required for access outside 
of business hours.  Inspected 
three typical access request 
forms from within the test 
period.  

No exceptions 
noted.   

 2) Physical facilities are 
equipped with adequate 
environmental controls to 
maintain systems and data, 
including fire suppression, 
uninterrupted power service 
(UPS) power backup, air 
conditioning and elevated 
floors. 

Through inquiry of Property 
Manager, requested copies 
of contracts and mainte-
nance logs for HVAC and 
fire alarm testing.   Received 
and inspected requested con-
tracts and maintenance logs 
for exceptions.  Through 
inquiry of EDS personnel on 
the maintenance of UPS sys-
tems, ascertained that the 
physical facilities meet the 
stated activity.   

No exceptions 
noted.   

 3) A documented policy 
and procedure manual ex-
ists that addresses physical 
environmental controls, i.e., 
fire detection, water and 
temperature monitors and 
sensors within the data cen-
ter computer rooms. 

Inspected EDS Physical Of-
fice Facilities Management 
Plan (FM) version 4.0 
06/2005.  Ascertained that 
documentation exists to 
support the control activity.  

No exceptions 
noted.   
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Figure 7 – Manage Facilities 
  

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 4) Existence of heat and 

smoke detection equip-
ment, environmental con-
trol equipment in the 
appropriate areas. 

Through inspection of facili-
ties accompanied by EDS 
Service Delivery Executive, 
observed the existence of 
smoke detectors through out 
the facility.  Observed that 
equipment in the server 
spaces is protected by unin-
terrupted power service 
(UPS).  Observed that 
CBMS and EDS spaces are 
protected by smoke detec-
tion equipment and HVAC 
equipment. 

No exceptions 
noted.   

 5) Management periodi-
cally reviews all results 
from fire drills, mainte-
nance of fire suppression 
equipment and UPS. 

Through inquiry of property 
manager requested copies of 
contracts and maintenance 
logs. Received and inspected 
requested contracts, in-
spected maintenance logs for 
exceptions.  By inquiry with 
building management, ascer-
tained that the Denver Fire 
Marshal has accepted man-
agement testing of the fire 
alarm system. 

No exceptions 
noted.   
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Figure 8 – Ensure Compliance with External Requirements 
  

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that the organization 
establishes and main-
tains procedures to en-
sure compliance external 
regulatory requirements. 
The IT organization es-
tablishes a framework of 
control to ensure that 
external requirements 
are understood and man-
aged. 

1) The organization moni-
tors changes in external 
requirements for legal, 
regulatory or other external 
requirements related to IT 
practices and controls. 

Through inquiry and docu-
ment review, it was con-
firmed that a process is in 
place to review documenta-
tion of changes to legal 
regulatory or other external 
requirements.  Copies of 
fiscal notes and court or-
dered statistical reports were 
reviewed. 

No exceptions 
noted.  

 2) Control activities are in 
place and followed to en-
sure compliance with ex-
ternal requirements, such as 
regulatory and legal rules. 

Through inquiry and docu-
ment review, it was con-
firmed that the Colorado 
Legislative staff does com-
municate control activities 
for compliance.  

No exceptions 
noted.  

 3) Internal events are con-
sidered in a timely manner 
to support continuous com-
pliance with legal and regu-
latory requirements. 

Through inquiry, it was veri-
fied that weekly status meet-
ings are held where issues 
and resolutions, including 
noted compliance issues are 
reviewed. 

No exceptions 
noted.  

 4) Provide the Courts with 
appropriate and requested 
CBMS statistical Reports 
relative to the lawsuit.  

Review of statistical reports 
confirmed that reports are 
produced to comply with the 
lawsuit. 

No exceptions 
noted.  

 5) The Call Center creation 
with Supervision and staff 
that is knowledgeable about 
CBMS.  To provide resolu-
tion to all emergency calls 
within five days.  

Reviewed CBMS narrative 
verifying process of problem 
prioritization and response 
goals.  Met with Customer 
Service Manager to confirm 
process is followed. 

No exceptions 
noted.  
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Figure 8 – Ensure Compliance with External Requirements 
  

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 6) Monitoring all aspects of 

lawsuit.  Meeting with At-
torney General office, ex-
ecutive directors, reviewing 
statistical reports. 

Review of statistical reports 
confirmed that reports are 
produced to comply with the 
lawsuit. 

No exceptions 
noted.  

 7) Monitoring and partici-
pating in state and federal 
audits. 

Through inquiry, ascertained 
participation in state and 
federal audits. 

No exceptions 
noted.  
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Figure 9 – Manage Quality 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that quality programs 
address both general and 
project-specific quality 
assurance activities and 
should prescribe the 
type(s) of quality assur-
ance activities (such as 
reviews, audits, inspec-
tions, etc.) to be per-
formed to achieve the 
objectives of the general 
quality plan. 

1) Documentation is cre-
ated and maintained for all 
significant processes and 
activities. 

Inspected CBMS Opera-
tional Processes documents. 
Inspected a sample of 
CBMS procedures.  

No exceptions 
noted. 

 2) A plan exists to maintain 
the overall quality assur-
ance of CBMS activities 
based on the organizational 
and CBMS plans. 

Inspected CBMS Quality 
Assurance Plan dated Febru-
ary 15, 2000. 

No exceptions 
noted. 

 3) Documentation stan-
dards are in place, have 
been communicated to all 
CBMS staff and are sup-
ported with training. 

By corroborative inquiry and 
inspection of CBMS docu-
mentation process, planning 
documentation and commu-
nication plan ascertained 
that documentation stan-
dards are in place. 

No exceptions 
noted. 

 4) A quality plan exists for 
significant CBMS functions 
(e.g., system development 
and deployment) and pro-
vides a consistent approach 
to address both general and 
project-specific quality as-
surance activities. 

By inspection of the CBMS 
Quality Assurance Plan.  By 
inspection of supporting 
documentation.  Ascertained 
that CBMS has implemented 
a quality plan for the activi-
ties specified. 

No exceptions 
noted. 
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Figure 9 – Manage Quality 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 5) The quality plan pre-

scribes the type(s) of qual-
ity assurance activities 
(such as reviews, audits, 
inspections, etc.) to be per-
formed to achieve the ob-
jectives of the quality plan. 

By inspection of the CBMS 
Quality Assurance Plan.  By 
inquiry of EDS personnel. 
By inspection of selected 
EDS Facilities Management 
Documents. By inspection 
of supporting documenta-
tion.  Ascertained that EDS 
and CBMS participate in a 
quality plan and that activi-
ties are in place for quality 
assurance. 

No exceptions 
noted. 

 6) Data integrity ownership 
and responsibilities have 
been communicated to the 
appropriate data owners 
and they have accepted 
these responsibilities. 
 

Obtained and inspected State 
of Colorado/ EDS contract. 
Obtained and inspected 
Children, Youth and Fami-
lies (CYF) Automation Pro-
ject Options I, II and III.  
Ascertained that responsi-
bilities are communicated to 
the data owners. 

No exceptions 
noted. 
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Figure 10 – Acquire or Develop Application Software 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that application and sys-
tem software is acquired 
or developed that effec-
tively supports CBMS 
reporting requirements. 

1) The EDS/State contract 
authorized EDS to use their 
organization’s system de-
velopment life cycle meth-
odology (SDLC) including 
security, availability and 
processing integrity re-
quirements.  

By corroborative inquiry of 
EDS personnel and inspec-
tion of the CBMS/EDS state 
contract, ascertained that 
EDS is authorized to utilize 
the proprietary EDS SDLC 
methodology.   

No exceptions 
noted.  

 2) EDS’ SDLC methodol-
ogy ensures that informa-
tion systems are designed 
to include application con-
trols that support complete, 
accurate, authorized and 
valid transaction process-
ing.  

By inquiry of EDS person-
nel.  By inspection of EDS 
proprietary Facilities Man-
agement documents, ascer-
tained that EDS has 
implemented an SDLC 
methodology that supports 
the stated control.   

No exceptions 
noted.  

 3) The CBMS organization 
has an acquisition and 
planning process that aligns 
with its overall strategic 
direction.   

By inquiry and observation. 
By inspection of EDS facil-
ity management documents. 
By inspection of the CBMS 
Planning and Re-planning 
documents, ascertained that 
CBMS has implemented an 
acquisition and planning 
process that meets the state 
control objectives. 

No exceptions 
noted.  

 4) CBMS management en-
sures that users are appro-
priately involved in the 
design of applications, and 
the testing thereof, to en-
sure a reliable environment. 

By corroborative inquiry of 
EDS personnel and inspec-
tion of EDS policies and 
procedures. By inspection of 
CBMS documented proce-
dures for program change, 
design and defect change. 
By inspection of CBMS 
meeting minutes, ascertained 
that CBMS management 
ensures user involvement. 

No exceptions 
noted.  
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Figure 10 – Acquire or Develop Application Software 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 5) Post-implementation 

reviews are performed to 
verify controls are operat-
ing effectively.  

Inspected notes of post im-
plementation reviews with 
EDS after changes have 
been moved to production. 
Inspection of CBMS appli-
cation release notes. Inspec-
tion of SLA reports. 
Inspection of PMO corre-
spondence.  Ascertained that 
post implementation reviews 
have been performed for 
selected processes from the 
test period. 

No exceptions 
noted.  

 6) The CBMS organization 
acquires/develops systems 
software in accordance 
with the EDS/State Con-
tract.  

By corroborative inquiry of 
EDS personnel and inspec-
tion of EDS policies and 
procedures.  By inspection 
of the EDS/CBMS state con-
tract. Ascertained that EDS 
is the sole source for CBMS 
software systems. 

No exceptions 
noted.  
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Figure 11 – Acquire Technology Infrastructure 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
This control provides 
reasonable assurance 
that technology infra-
structure is acquired so 
that it provides the ap-
propriate platforms to 
support the CBMS re-
porting applications. 

1) Monitor and follow the 
documented procedures 
that exist to ensure that in-
frastructure systems, in-
cluding network devices 
and software, are acquired 
based on the requirements 
of the CBMS application 
they are intended to sup-
port.  

Obtained and inspected the 
EDS/State contract.  Vali-
dated the procedures docu-
mented to monitor the 
various aspects of the acqui-
sition process.  Acquired the 
weekly meeting minutes 
with EDS, which verify the 
monitoring process is on-
going.  By inquiry with DHS 
IT personnel, ascertained 
that all infrastructure equip-
ment is acquired with DHS 
approval and configured and 
installed by EDS to EDS 
and DHS standards. 

No exceptions 
noted.  
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Figure 12 - Develop and Maintain Policies and Procedures 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance that 
policies and procedures 
that define required ac-
quisition and mainte-
nance processes have 
been developed and are 
maintained, and that they 
define the documentation 
needed to support the 
proper use of the applica-
tions and the technologi-
cal solutions put in place.  

1) The organization’s poli-
cies and procedures are 
regularly reviewed, updated 
and approved by manage-
ment.  

Obtained and inspected the 
policies and procedures 
applicable to CBMS.  Team 
Lead meetings are desig-
nated as the review and 
modification method for 
policies and procedures.  
These meetings occur 
weekly.  Through inspec-
tion of meeting minutes, it 
was noted that the approval 
process occurs through 
gathering of the modifica-
tions from the Team mem-
bers via email and 
incorporating into the spe-
cific policy or procedure in 
question.  

No exceptions 
noted. 

 2) The organization ensures 
that its systems and appli-
cations are developed in 
accordance with its sup-
ported, documented poli-
cies and procedures.  

Obtained and inspected the 
policies and procedures 
surrounding the application 
process.  Determined 
through inquiry that appli-
cation development is dic-
tated through the contract 
with EDS.  Inspected the 
Defect/Approved Change 
Request (DACR) Process.  
Validated the process 
through inspecting a se-
lected number of DACR 
weekly open request list-
ings.   

No exceptions 
noted. 
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Figure 13 – Install and Test Application Software and  
Technology Infrastructure 

 
Provided by CBMS Provided by BKD 

 
Control Objective 

 
Control Activity 

 
Testing Procedures Results 

These controls provide 
reasonable assurance that 
the development and im-
plementation of new en-
hancements/changes 
(fixes) to CBMS are au-
thorized, tested, approved, 
properly implemented and 
documented, and associ-
ated controls operate as 
intended and support 
CBMS reporting require-
ments.  

1) A formal Change Man-
agement (Change Control 
Documents) Process is 
used to control and docu-
ment changes to applica-
tion software. 

Obtained and inspected the 
Change Management Proc-
ess outlined by CBMS.  
Through inquiry, deter-
mined the types of changes 
that occur with the EDS 
systems.  

No exceptions 
noted.  

 2)  CBMS Subject Matter 
Expert receives a request 
from State Policy Staff 
(State Policy sponsor each 
change that goes into 
CBMS) and they identify, 
analyze and evaluate the 
functional specifications 
and user requirements by 
conducting internal and 
external meetings to elicit 
comments on proposed 
changes. 

Obtained and inspected 
documentation from the 
subject matter expert.  De-
termined the communica-
tion is documented through 
email.  Inspected various 
samples of communication 
to validate that the changes 
are being evaluated on 
various levels as noted.  

No exceptions 
noted.  

 3) Proposed change re-
quests to modify CBMS 
software/application are 
reviewed and approved 
prior to modification of 
source code. 

Obtained and inspected 
various Change Control 
Board meeting minutes.  
Determined that the 
changes are following the 
outlined approval process.  

No exceptions 
noted.  

 4) Upon completion of 
software/application 
changes, soft-
ware/applications modifi-
cations are tested and 
formal acceptance is 
granted. 

Obtained and inspected 
various changes / modifica-
tions.  Through inspection, 
validated the changes are 
being properly tested prior 
to formal acceptance.  

No exceptions 
noted.  
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Figure 13 – Install and Test Application Software and  
Technology Infrastructure 

 
Provided by CBMS Provided by BKD 

 
Control Objective 

 
Control Activity 

 
Testing Procedures Results 

 5) Complete application 
documentation and user 
manuals are maintained 
and updated, as appropri-
ate, to reflect modifications 
made to the CBMS appli-
cation. 

Obtained and inspected the 
documentation and user 
manuals.  Traced the latest 
revision to minutes of the 
Change Control Board.   

No exceptions 
noted. 

 6) CBMS Users are noti-
fied of changes to the 
CBMS application.   

Through inquiry, commu-
nication to the users is 
completed through a com-
munication specialist.  The 
specialist will send an 
email notification to those 
involved in the change.  
Obtained a sampling of 
those communications that 
involve application changes 
and decision table changes.  

No exceptions 
noted.  

 7)  A testing strategy is 
developed and followed for 
all significant changes in 
applications and infrastruc-
ture technology, which ad-
dresses unit-, system-, 
integration- and user ac-
ceptance-level testing to 
help ensure that deployed 
systems operate as in-
tended. 

Obtained and inspected the 
documented CBMS Test 
Plan for the examination 
period.  Compared the 
CBMS Test Plan to various 
actual changes.  Noted that 
the testers have end-user 
focus.    

No exceptions 
noted.  
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Figure 13 – Install and Test Application Software and  
Technology Infrastructure 

 
Provided by CBMS Provided by BKD 

 
Control Objective 

 
Control Activity 

 
Testing Procedures Results 

 8) Test Manager and test 
team approve test results 
based on the Change Re-
quest and requirements in 
the DDA and make the 
decision that the new en-
hancement/fix is ready to 
move into the production 
environment. 

Obtained and reviewed 
various test results for the 
modifications implemented 
during the examination pe-
riod.  Validated through 
selected sampling of 
changes, that the testing 
results are reviewed by a 
primary and secondary ex-
pert prior to migration to 
the production environ-
ment.  

No exceptions 
noted. 

 9) Interfaces with other 
systems are tested to con-
firm that data transmissions 
are complete, accurate and 
valid.  

Obtained and inspected 
various interface testing.  
Determined that testing of 
interfaces is confirmed by 
the Subject Matter Expert.  
The second approval is 
completed by the interface 
systems staff.   

No exceptions 
noted. 

 10) Development, testing 
and production environ-
ments are logically and 
physically segregated. 

Noted the various staff in-
volved in each area of the 
infrastructure.  Verified 
through inspection of 
physical location that seg-
regation of duties are oc-
curring as stated.  

No exceptions 
noted. 

 11) User acceptance tests 
are performed and re-
viewed to ensure the 
change to the CBMS sys-
tem is functioning prop-
erly.  Acceptance tests are 
performed in a controlled 
test environment. 

Obtained and inspected 
user acceptance tests that 
occurred during the exami-
nation period.  Inspected 
the procedures in place to 
perform the testing.   

No exceptions 
noted. 
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Figure 13 – Install and Test Application Software and  
Technology Infrastructure 

 
Provided by CBMS Provided by BKD 

 
Control Objective 

 
Control Activity 

 
Testing Procedures Results 

 12) Emergency Changes 
are documented and re-
viewed by management. 

Through inquiry with staff, 
it was noted that emer-
gency changes will not fol-
low the same procedures as 
standard changes.   

No exceptions 
noted. 
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Figure 14 – Manage Changes 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that system changes of 
non-financial and finan-
cial reporting signifi-
cance are authorized and 
appropriately tested be-
fore being moved to 
production. 

1) Requests for program 
changes, system changes 
and maintenance (including 
changes to system soft-
ware) are standardized, 
documented and subject to 
formal change management 
procedures.  

Obtained and inspected the 
CBMS Change Control Pro-
cedures.  Selected a sample 
of change requests and vali-
dated the steps in the docu-
mented procedures.  

No exceptions 
noted. 

 2) Emergency change re-
quests are documented and 
subject to formal change 
management procedures.  

Obtained and inspected the 
CBMS Change Control Pro-
cedures.  Selected a sample 
of emergency change re-
quests and traced through to 
approval.  Validated that the 
process is following the 
documented procedures.  
Validating inquiry with 
management noted that 
emergency changes go 
through the Change Control 
Board approval process prior 
to being approved.  

No exceptions 
noted. 

 3) Controls are in place to 
restrict migration of pro-
grams to production only 
by authorized individuals.   

Obtained and inspected the 
listing of authorized indi-
viduals who can approve 
migration of changes into 
production.  It is noted that 
the test results must be vali-
dated by a primary and sec-
ondary tester prior to being 
approved by the Application 
management.  

No exceptions 
noted. 

 4) An implementation 
schedule is published/ 
communicated to the users 
of CBMS. 

Through inquiry of man-
agement, it was noted that 
the communication special-
ist disseminates the imple-
mentation schedule to the 
users of CBMS.  

No exceptions 
noted. 
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Figure 14 – Manage Changes 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 5) The old source code is 

saved and can be retrieved 
and put back into produc-
tion if the circumstance 
arises that requires this ac-
tion. 

Through inquiry of man-
agement, it was noted that 
the system is backed up 
prior to a system change 
being implemented into pro-
duction.  EDS maintains the 
source code back up ver-
sions per the signed contract. 

It was noted that 
CBMS did not 
maintain version 
control documen-
tation to ensure 
these procedures 
are occurring as 
contracted.  Ex-
ception noted. 

 6) Approach to planning, 
estimating, and accom-
plishing application soft-
ware modification and 
enhancements. 

Obtained and inspected the 
Change Control Process and 
Defect/Approved Change 
Request Process.  Received 
and inspected various types 
of meetings where the 
change control process is 
planned and measured for 
accomplishing the requests 
of changes.  

No exceptions 
noted. 

 7) Monitor the relationship 
between contractor and 
state on application modifi-
cation and enhancement 
activities. 

Obtained and inspected 
management meeting min-
utes.  Management meets 
weekly to discuss the proc-
esses with the EDS system.  
Monthly there is a manage-
ment meeting between EDS 
and CBMS to discuss any 
shortcomings in the level of 
service.  

No exceptions 
noted. 

 8) Monitor the methodol-
ogy for controlling changes 
to, and versions of, the ap-
plication software. 

Obtained and inspected the 
Change Control Process and 
Defect/Approved Change 
Request (DACR) Process. 

It was noted that 
CBMS did not 
maintain version 
control documen-
tation to ensure 
these procedures 
are occurring as 
contracted.  Ex-
ception noted. 
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Figure 14 – Manage Changes 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 9) Monitor the approach to 

documentation control and 
the methodology to be em-
ployed to ensure currency 
of documentation. 

Obtained and inspected 
documentation control 
methodology.  Ascertained 
that management uses a ver-
sion control numbering sys-
tem to control the currency 
of documentation. 

No exceptions 
noted. 
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Figure 15 – Define and Manage Service Levels 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that service levels are 
defined and managed in 
a manner that satisfies 
financial reporting sys-
tem requirements and 
provides a common 
understanding of per-
formance levels with 
which the quality of 
services will be meas-
ured. 

1) Service levels are defined 
and managed to support 
CBMS reporting system re-
quirements. 

Obtained and inspected the 
CBMS Service Level 
Agreements Monitoring 
Process.  Through weekly 
management meetings the 
services provided by EDS 
are discussed and moni-
tored.  Inspected minutes to 
validate the occurrence of 
these meetings.  

No exceptions 
noted. 

 2) A framework is defined to 
establish key performance 
indicators to manage service 
level agreements, both inter-
nally and externally.  

Obtained and inspected the 
CBMS Service Level 
Agreements Monitoring 
Process.  The Agreement 
with EDS outlines various 
performance levels that must 
be met.  Through weekly 
management meetings, the 
services provided by EDS 
are monitored.  There is also 
a weekly meeting with EDS 
to discuss any areas where 
the objectives are not being 
met.  Inspected minutes to 
validate the occurrence of 
these meetings.  

No exceptions 
noted. 
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Figure 16 – Manage Third-party Services 
  

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that third-party services 
are secure, accurate and 
available, support proc-
essing integrity and de-
fined appropriately in 
performance contracts. 

1) A designated individual 
is responsible for regular 
monitoring and reporting 
on the achievement of the 
third-party service level 
performance criteria.  

By inquiry with the desig-
nated individual, determined 
that EDS prepares a 
Monthly Status Report.  Ob-
tained and inspected the 
Monthly Status Reports and 
ascertained that EDS pro-
vides support that shows 
objectives of the service 
level are being met. 

No exceptions 
noted.  

 2) Selection of vendors for 
outsourced services is per-
formed in accordance with 
the organization’s vendor 
management policy.  

Obtained and inspected the 
Colorado Revised Statutes 
as they pertain to vendor 
selection.  Inspected the 
State Fiscal Rules and Offi-
cial Procurement Rules.  
Inspected a listing of pro-
spective vendors for CBMS 
to apply to the State Statutes 
and Rules.  There was no 
vendor selection during the 
examination period.   

No exceptions 
noted. 

 3) The CBMS organization 
makes the determination, 
before selection, that poten-
tial third parties are prop-
erly qualified through an 
assessment of their capabil-
ity to deliver the required 
service and a review of 
their financial viability.  

Through inquiry with man-
agement, noted that there 
were no vendor selections in 
process during the examina-
tion period. 

No exceptions 
noted. 

 4) Third-party service con-
tracts address the risks, se-
curity controls and 
procedures for information 
systems and networks in 
the contract between the 
parties.  

Obtained and compared the 
State Controller’s Office 
Rules and Regulations with 
the EDS contract.  Through 
observation it is noted that 
the EDS contract is in line 
with the rules and regula-
tions set forth by the State.   

No exceptions 
noted. 
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Figure 16 – Manage Third-party Services 
  

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 5) State Controller’s Office 

Rules and Regulations, At-
torney General Reviews.  
State Procurement policy is 
followed. 

Obtained and inspected the 
State Controller’s Office 
Rules and Regulations.  Ob-
tained a copy of the State 
Procurement policy and ap-
plied it to the CBMS con-
tract.  There were no 
Attorney General Reviews 
performed during the ex-
amination period.  

No exceptions 
noted. 

 6) A regular review of se-
curity, availability and 
processing integrity is per-
formed for service level 
agreements and related 
contracts with third-party 
service providers.  

Obtained and inspected the 
EDS prepared Monthly 
Status Reports for the ex-
amination period. The 
CBMS Service Level 
Agreements Monitoring 
Process was compared to the 
EDS monthly reports to 
validate the criteria set by 
CBMS are being met.    

No exceptions 
noted. 
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Figure 17 – Enhance System Security 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that CBMS is appropri-
ately secured to prevent 
unauthorized use, dis-
closure, modification, 
damage or loss of data.   

1) An information security 
policy exists and has been 
approved by an appropriate 
level of executive man-
agement.   

Obtained and inspected the 
CBMS Security Plan and 
CBMS Security Procedure. 
Ascertained that an informa-
tion security policy exists 
and has been approved by 
CBMS management. 

No exceptions 
noted. 

 2) A framework of security 
standards has been devel-
oped that supports the ob-
jectives of the security 
policy.  

Obtained and inspected the 
CBMS Security Plan and 
CBMS Security Procedure. 
Obtained and inspected the 
CBMS Security Policy 
Workbook for the handling 
of CBMS user accounts. By 
corroborative inquiry with 
DHS and EDS personnel 
ascertained that a framework 
of security standards are in 
place for CBMS activities. 

No exceptions 
noted. 

 3) A CBMS security plan 
exists that is aligned with 
overall CBMS strategic 
plans.  

Obtained and inspected the 
CBMS Security Plan, CBMS 
Security Procedure and 
CBMS Advance Planning 
Document. Obtained and 
inspected the CBMS Secu-
rity Policy Workbook for the 
handling of CBMS user ac-
counts.  Carried out corrobo-
rative inquiry with DHS and 
EDS personnel. Ascertained 
that CBMS security policies 
and procedures align with 
CBMS strategic plans. 

No exceptions 
noted. 
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Figure 17 – Enhance System Security 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 4) The CBMS security plan 

is updated to reflect 
changes in the CBMS envi-
ronment as well as security 
requirements of specific 
systems.  

Obtained and inspected the 
CBMS Security Plan, CBMS 
Security Procedure.  Ob-
tained and inspected the 
CBMS Security Policy 
Workbook for the handling 
of CBMS user accounts. 
Ascertained that the docu-
ments are updated as the 
CBMS environment changes 
to meet regulatory, legisla-
tive and operational re-
quirements. 

No exceptions 
noted. 

 5) Procedures exist and are 
followed to authenticate all 
users to the system to sup-
port the validity of transac-
tions.  

Carried out corroborative 
inquiry with DHS and EDS 
personnel. Ascertained that 
users are required to authen-
ticate for access to CBMS 
systems and that transac-
tions are tracked within EDS 
managed systems.  

No exceptions 
noted. 

 6) Security policies provide 
for overall direction and 
implementation of security, 
and that policies are effec-
tively communicated and 
monitored.  

Obtained and inspected the 
CBMS Security Plan, CBMS 
Security Procedure and 
CBMS Advance Planning 
Document. Obtained and 
inspected the CBMS Secu-
rity Policy Workbook for the 
handling of CBMS user ac-
counts. Carried out corrobo-
rative inquiry with DHS and 
EDS personnel. Ascertained 
that the controls meet the 
objectives of the stated ac-
tivity. 

No exceptions 
noted. 
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Figure 17 – Enhance System Security 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 7) Procedures exist and are 

followed to maintain the 
effectiveness of authentica-
tion and access mecha-
nisms (e.g. regular 
password changes).  

Carried out corroborative 
inquiry with DHS and EDS 
personnel. Obtained and 
inspected screen prints of 
domain password policy 
settings. Ascertained that 
procedures are in place to 
maintain the effectiveness of 
access mechanisms. 

No exceptions 
noted. 

 8) Procedures exist and are 
followed to ensure timely 
action relating to request-
ing, establishing, issuing, 
suspending and closing 
user accounts.  

Carried out corroborative 
inquiries with DHS, human 
resources, and EDS person-
nel. Inspected human re-
source records for user 
account processing.  Ascer-
tained that the objectives of 
the control activity are met. 

No exceptions 
noted. 

 9) Standard Operating Poli-
cies require that the users 
have access to only those 
resources necessary and 
appropriate to user’s job 
duties. 

Obtained and inspected the 
CBMS Security Plan, CBMS 
Security Procedure. Ob-
tained and inspected the 
CBMS Security Policy 
Workbook for the handling 
of CBMS user accounts. 
Carried out corroborative 
inquiry with DHS and EDS 
personnel. Ascertained that 
the policies meet the objec-
tives of the control activity. 

No exceptions 
noted. 

 10) CBMS Employees are 
given paperwork to sign, 
which gives them proper 
access to CBMS.  

Carried out corroborative 
inquiry with DHS and HR 
personnel. Ascertained that 
employees are required to 
acknowledge their responsi-
bility for the proper use of 
CBMS resources. 

No exceptions 
noted. 



Colorado Department of Health Care Policy & Financing  
and Department of Human Services 

Colorado Benefits Management System 
Report on Controls Placed in Operation and Tests of Operating Effectiveness 

Period from January 1, 2005 through June 30, 2005 
 

 

95 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

 

Figure 17 – Enhance System Security 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 11) The CBMS security 

policies are established and 
periodically inspected and 
approved by a designated 
individual or group.  

Obtained and inspected the 
CBMS Security Plan, CBMS 
Security Procedure. Ob-
tained and inspected the 
CBMS Security Policy 
Workbook for the handling 
of CBMS user accounts. 
Carried out corroborative 
inquiry with DHS and EDS 
personnel. Ascertained that 
policies are periodically re-
viewed and updated as re-
quired with management 
approval.  

No exceptions 
noted. 

 12) The system automati-
cally disconnects a login 
session if inactive for fif-
teen minutes. 

Carried out corroborative 
inquiry with EDS and DHS 
personnel.  By inspection of 
selected workstations, ascer-
tained that a user’s login is 
deactivated after fifteen 
minutes of no activity. 

No exceptions 
noted. 

 13) Controls relating to 
appropriate segregation of 
duties over requesting and 
granting access to systems 
and data exist and are fol-
lowed.   

Carried out corroborative 
inquiry with EDS and DHS 
personnel on the process and 
staffing of personnel with 
the ability to grant user ac-
cess.  Obtained and in-
spected forms and processes  
required for granting user 
access.  Ascertained that 
controls to restrict the grant-
ing of user access are oper-
ating as described. 

No exceptions 
noted. 

 14) The CBMS Security 
policies include the follow-
ing matters: 
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Figure 17 – Enhance System Security 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 14a) Identification and 

documentation of the secu-
rity requirements of author-
ized users. 

Obtained and inspected the 
CBMS Security Plan, CBMS 
Security Procedure. Ob-
tained and inspected the 
CBMS Security Policy 
Workbook for the handling 
of CBMS user accounts. 
Carried out corroborative 
inquiry with DHS and EDS 
personnel. Ascertained that 
the objectives of the control 
activity are achieved.  

No exceptions 
noted. 

 14b) Allowing access, the 
nature of that access, and 
who authorized such ac-
cess. 

Obtained and inspected the 
CBMS Security Plan, CBMS 
Security Procedure. Ob-
tained and inspected the 
CBMS Security Policy 
Workbook for the handling 
of CBMS user accounts. 
Carried out corroborative 
inquiry with DHS and EDS 
personnel. Ascertained that 
the objectives of the control 
activity are achieved. 

No exceptions 
noted. 

 14c) Preventing unauthor-
ized access. 

Obtained and inspected the 
CBMS Security Plan, CBMS 
Security Procedure. Ob-
tained and inspected the 
CBMS Security Policy 
Workbook for the handling 
of CBMS user accounts. 
Carried out corroborative 
inquiry with DHS and EDS 
personnel. Ascertained that 
the objectives of the control 
activity are achieved. 

No exceptions 
noted. 
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Figure 17 – Enhance System Security 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 14d) The procedures to add 

new users, modify the ac-
cess levels of existing user, 
and remove users who no 
longer need access. 

Obtained and inspected the 
CBMS Security Plan, CBMS 
Security Procedure. Ob-
tained and inspected the 
CBMS Security Policy 
Workbook for the handling 
of CBMS user accounts. 
Carried out corroborative 
inquiry with DHS and EDS 
personnel. Ascertained that 
the objectives of the control 
activity are achieved. 

No exceptions 
noted. 

 14e) Testing, evaluating, 
and authorizing system 
components before and af-
ter implementation. 

Obtained and inspected the 
CBMS Security Plan, CBMS 
Security Procedure. Ob-
tained and inspected the 
CBMS Security Policy 
Workbook for the handling 
of CBMS user accounts. 
Carried out corroborative 
inquiry with DHS and EDS 
personnel. Ascertained that 
the objectives of the control 
activity are achieved. 

No exceptions 
noted. 

 14f) Addressing how com-
plaints and requests relating 
to security issues are re-
solved. 

Obtained and inspected the 
CBMS Security Plan, CBMS 
Security Procedure. Ob-
tained and inspected the 
CBMS Security Policy 
Workbook for the handling 
of CBMS user accounts. 
Carried out corroborative 
inquiry with DHS and EDS 
personnel. Ascertained that 
the objectives of the control 
activity are achieved. 

No exceptions 
noted. 
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Figure 17 – Enhance System Security 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 14g) The procedures to 

handle security breaches 
and other incidents. 

Obtained and inspected the 
CBMS Security Plan, CBMS 
Security Procedure. Ob-
tained and inspected the 
CBMS Security Policy 
Workbook for the handling 
of CBMS user accounts. 
Carried out corroborative 
inquiry with DHS and EDS 
personnel. Ascertained that 
the objectives of the control 
activity are achieved. 

No exceptions 
noted. 

 14h) Provisions for alloca-
tion for training and other 
resources to support its sys-
tem security policies. 

Obtained and inspected the 
CBMS Security Plan, CBMS 
Security Procedure. Ob-
tained and inspected the 
CBMS Security Policy 
Workbook for the handling 
of CBMS user accounts. 
Carried out corroborative 
inquiry with DHS and EDS 
personnel. Ascertained that 
the objectives of the control 
activity are achieved. 

No exceptions 
noted. 

 14i) Provisions for the han-
dling of exceptions and 
situations not specifically 
addressed in its system se-
curity policies. 

By inspection of CBMS 
Emergency User Notifica-
tion Procedure, carried out 
corroborative inquiry with 
CBMS, DHS and EDS per-
sonnel and ascertained that 
the objectives of the control 
activity are achieved. 

No exceptions 
noted. 
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Figure 17 – Enhance System Security 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 15) Responsibility and ac-

countability for CBMS se-
curity policies, and changes 
and updates to those poli-
cies, are assigned. 

Obtained and inspected the 
CBMS Security Plan, CBMS 
Security Procedure.  Ob-
tained and inspected the 
CBMS Security Policy 
Workbook for the handling 
of CBMS user accounts. 
Carried out corroborative 
inquiry with DHS and EDS 
personnel. Ascertained that 
the responsibility for poli-
cies, changes and updates 
are the responsibility of, and 
assigned to personnel within 
each organization.  

No exceptions 
noted. 
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Figure 18 – Manage the Configuration 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that all CBMS compo-
nents, as they relate to 
security, processing and 
availability, are well 
protected, would prevent 
any unauthorized 
changes, and assist in 
the verification and re-
cording of the current 
configuration. 

1) Only authorized soft-
ware is permitted for use by 
employees using company 
CBMS assets. 

By inquiry of EDS person-
nel on the process for con-
figuring end user computers 
using DHS supplied disk 
images.  By inquiry of EDS 
personnel and inspection of 
EDS Facilities Management 
Documentation.  By inquiry 
of DHS IT personnel. 
CBMS personnel are re-
stricted from using unau-
thorized software. 

No exceptions 
noted. 

 1a) CBMS ensures that 
only properly coordinated 
and tested components of 
CBMS for which the State 
has primary responsibility 
such as Decision Tables 
and Online Help changes 
are put into production.  
CBMS Staff ensures that 
Decision Table and Online 
Help changes include the 
distribution of release notes 
and any required modifica-
tions to documents such as 
user guides and training 
materials. 

Obtained and inspected the 
contract between CBMS and 
EDS.  Verified the responsi-
bilities by each party.  Vali-
dated through inquiry of 
staff the responsibilities of 
changes by CBMS.  Ob-
tained copies of decision 
table changes made by 
CBMS as outlined in the 
contract.  
 

No exceptions 
noted. 
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Figure 18 – Manage the Configuration 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 1b) CBMS staff ensures 

that only properly coordi-
nated and tested compo-
nents of CBMS for which 
EDS has the primary re-
sponsibility of developing, 
such as changes to the 
CBMS application, defined 
reports, client correspon-
dence is put into produc-
tion.  CBMS ensures that 
communication to users 
relating to 
changes/enhancements to 
CBMS is made timely and 
accurately. 

Obtained and inspected 
various changes/modifica-
tions.  Through inspection, 
validated the changes are 
being properly tested prior 
to formal acceptance. 
Through inquiry, communi-
cation to the users is com-
pleted through a 
communication specialist.  
The specialist will send an 
email notification to those 
involved in the change.  Ob-
tained a sampling of those 
communications that involve 
application changes by EDS.  

No exceptions 
noted. 

 1c) Preparing, testing and 
implementing changes. 

Obtained and inspected the 
procedures/process for han-
dling a change by CBMS.   

No exceptions 
noted. 

 1d) Users are notified of 
changes to Decision Tables 
and CBMS procedures. 

The communication special-
ist notifies the users affected 
by any change through email 
communication.  There are 
specific groups set up for 
email communication.  
Samples of communication 
were obtained and inspected 
to determine that the users 
were in fact informed of the 
change.  

No exceptions 
noted. 

 2) System infrastructure, 
including firewalls, routers, 
switches, network operat-
ing systems, servers and 
other related devices, is 
properly configured to pre-
vent unauthorized access.   

Obtained and inspected De-
partment of Human Services 
(DHS) LAN/WAN docu-
ments.  Obtained and in-
spected EDS State Contract.  
Conducted inquiry with 
DHS staff. 

No exceptions 
noted.   
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Figure 18 – Manage the Configuration 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 3) Application software and 

data storage systems are 
properly configured to pro-
vide access based on the 
individual’s demonstrated 
need to view, add, change 
or delete data.  

By inquiry of EDS person-
nel.  By Inquiry of CBMS 
personnel.  By Inquiry of 
DHS IT personnel.  By in-
spection of CBMS supplied 
listing of CBMS defined 
User Groups.  Ascertained 
that access to applications 
and systems is based on 
user’s job requirements. 

No exceptions 
noted. 

 4) CBMS management has 
established procedures 
across the organization to 
protect information systems 
and technology from com-
puter viruses.  

By inquiry of EDS person-
nel on the process for con-
figuring end user computers 
using DHS supplied disk 
images.  By inquiry of EDS 
personnel and inspection of 
EDS Facilities Management 
Documentation.  By inspec-
tion of selected end user 
desktops.  By inquiry of 
DHS IT personnel. Ascer-
tained that anti-virus tech-
nology is installed, 
functioning and maintained 
for end user systems used by 
CBMS and for servers main-
tained under contract by 
EDS. 

No exceptions 
noted. 

 5) Periodic testing and as-
sessment is performed to 
confirm that the software 
and network infrastructure 
is appropriately configured. 

Obtained and inspected 
EDS/State Contract. Ob-
tained and inspected meeting 
minutes, and CA eTrust Fo-
rensics.  

No exceptions 
noted. 
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Figure 19 – Manage Problems and Incidents 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that any problems and/or 
incidents are properly 
responded to, recorded, 
resolved or investigated 
for proper resolution. 

1) CBMS management has 
defined and implemented a 
problem management proc-
ess to ensure that opera-
tional events that are not 
part of standard operation 
(escalation of resolution of 
issues/incidents, problems 
and errors) are recorded, 
analyzed and resolved in a 
timely manner.   

Obtained and inspected 
DACR reports used to track 
issues.  Obtained and in-
spected CBMS De-
fect/Approved Change 
Request Process.  Obtained 
and inspected CBMS 
Communication Plan and 
ascertained that CBMS has 
defined and implemented 
processes to meet the control 
activity. 

No exceptions 
noted.   

 2) The problem manage-
ment process provides for 
adequate audit trail facili-
ties, which allow tracing 
from incident to underlying 
cause.  

Obtained and inspected EDS 
monthly reports.  Obtained 
and inspected CBMS/EDS 
monthly status reports.  Ob-
tained and inspected DACR 
reports.  Ascertained that an 
audit trail is available to 
meet the control activity. 

No exceptions 
noted.   

 3) CBMS Management 
monitors the security inci-
dent response process to 
support timely response 
and investigation of unau-
thorized activities.  

Obtained and inspected EDS 
state contract.  By corrobo-
rative interview with EDS 
personnel on Facilities Man-
agement Books.  Ascer-
tained that processes are in 
place to respond to unau-
thorized activities. 

No exceptions 
noted.   



Colorado Department of Health Care Policy & Financing  
and Department of Human Services 

Colorado Benefits Management System 
Report on Controls Placed in Operation and Tests of Operating Effectiveness 

Period from January 1, 2005 through June 30, 2005 
 

 

104 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

Draft  
4/11/2006 

 

Figure 19 – Manage Problems and Incidents 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 4) Incident response proce-

dures are documented, in-
cluding recovery restart 
procedures, and are made 
available to the appropriate 
personnel. 

Obtained and reviewed copy 
of EDS/State contract.  Ob-
tained and reviewed SLA 
reports delivered to DHS. 
By corroborative interview 
with EDS personnel.  Ascer-
tained that incident response 
and recovery procedures are 
documented within the pro-
prietary EDS Facilities 
Management documents and 
are allowed under the terms 
of the EDS/CBMS State 
contract. 

No exceptions 
noted.   

 5) A documented escalation 
process exists and is fol-
lowed in the event process-
ing problems occur. A list 
of on-call supervisory per-
sonnel is maintained and 
available to the Operations 
staff. 

By corroborative inquiry 
with EDS personnel.  By 
inspection of EDS/CBMS 
State contract.  By inquiry 
with CBMS personnel.  By 
Inspection of the defined 
Level 1, 2 and 3 Help Desk 
definitions.  By inspection 
of the Priority 1, 2, 3, 4 and 
5 problem prioritization 
definitions, ascertained that 
a documented escalation 
procedure exists that meets 
the control activity. 

No exceptions 
noted.   

 6) Incidents are logged 
online, tracked and moni-
tored by management. 

Obtained and inspected 
DACR reports used to track 
issues.  Obtained and re-
viewed EDS State contract.  
Ascertained that incidents 
are logged and tracked. 

No exceptions 
noted.   
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Figure 20 – Manage Data 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that data recorded, proc-
essed and reported re-
main complete, accurate 
and valid throughout the 
update and storage proc-
ess. 

1) Policies and procedures 
exist for the handling, dis-
tribution and retention of 
data and reporting output.  

Obtained and inspected 
change request details 
(DACR).  By corroborative 
inquiry with EDS personnel 
for data backup and reten-
tion.  By inquiry of CBMS 
personnel on the process for 
granting user access to out-
put, ascertained that policies, 
procedures and processes 
exist to meet the control ac-
tivity. 

No exceptions 
noted.   

 2) Management protects 
sensitive information, logi-
cally and physically, in 
storage and during trans-
mission against unauthor-
ized access or modification. 

Obtained and inspected net-
work diagrams and network 
topology, obtained and in-
spected EDS State contract. 
By corroborative inquiry 
with EDS personnel.  Ascer-
tained that the control activ-
ity is being achieved. 

No exceptions 
noted.   

 3) Retention periods and 
storage terms are defined 
for documents, data, pro-
grams, reports and mes-
sages (incoming and 
outgoing), as well as the 
data (keys, certificates) 
used for their encryption 
and authentication. 

By inquiry of EDS person-
nel.  By inquiry of DHS per-
sonnel.  By inspection of 
CBMS control activities. 
Ascertained that data reten-
tion periods are defined. 

No exceptions 
noted.   

 4) Policies and procedures 
regarding retention and 
storage of backup tapes to 
onsite/offsite locations are 
documented. 

Inspection of proprietary 
EDS facilities Management 
documents.  By inquiry of 
EDS personnel.  Ascertained 
that retention and storage 
procedures are documented. 

No exceptions 
noted.   
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Figure 20 – Manage Data 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 5) Backups are monitored 

to ensure that they are ef-
fectively completed and 
take place at the appropri-
ate time. 

By inspection of EDS main-
tained backup logs.  By in-
quiry of EDS personnel. 
Ascertained that backups are 
monitored and logged. 

No exceptions 
noted.   

 6) An offsite rotation stor-
age schedule for operating 
system and server backup 
tapes is maintained. The 
documentation lists all 
backup tapes, their location 
and the rotation schedule. 

Inspection of EDS facilities 
Management documents. 
Inspected EDS/State Con-
tract.  By inquiry of EDS 
personnel.  Ascertained that 
the control activity is being 
performed. 

No exceptions 
noted.   

 7) Management has imple-
mented a strategy for cycli-
cal backup of data and 
programs.  

By inspection of EDS Fa-
cilities Management docu-
ments.  By corroborative 
inquiry with EDS personnel. 
Ascertained that a strategy 
for cyclical backups exists. 

No exceptions 
noted.   

 8) Procedures exist and are 
followed to periodically 
test the effectiveness of the 
restoration process and the 
quality of backup media.  

Inspection of EDS Facilities 
Management documents.  
By corroborative inquiry 
with EDS personnel.  Ascer-
tained that backups are peri-
odically tested and that 
tape/backup quality is moni-
tored. 

No exceptions 
noted.   

 9) Changes to data struc-
tures are authorized, made 
in accordance with design 
specifications and imple-
mented in a timely manner.  

Inspection of EDS Facilities 
Management documents.  
By inquiry with EDS per-
sonnel. By inspection of 
CBMS Change Request De-
tail Document.  By inspec-
tion of Change Request 
Details Reports (DACR). 
Ascertained that the control 
activity is being met. 

No exceptions 
noted.   
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Figure 21 – Manage Operations 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that data recorded, proc-
essed and reported re-
main complete, accurate 
and valid throughout the 
update and storage proc-
ess. 

1) CBMS Management re-
views the established and 
documented EDS standard 
procedures for CBMS op-
erations, including schedul-
ing, managing, monitoring 
and responding to security, 
availability and processing 
integrity events.  

Obtained and inspected 
meeting schedules from test 
period.  Inspected EDS Fa-
cilities Management docu-
ments.  By inquiry of CBMS 
and EDS personnel.  Ascer-
tained that the control activ-
ity is in effect. 

No exceptions 
noted.   

 2) Requests for changes to 
job schedules are docu-
mented and approved prior 
to changes being made to 
the job schedule (includes 
batch schedules).   

Obtained and inspected 
meeting agendas from test 
period.  Obtained and in-
spected DACR reports.  
Noted that any request for 
changes to be implemented 
by EDS must be requested 
and documented through 
these approved procedures. 

No exceptions 
noted.   

 3) System event data are 
sufficiently retained to pro-
vide chronological informa-
tion and logs to enable the 
review, examination and 
reconstruction of system 
and data processing.  

By corroborative inquiry 
with EDS personnel.  By 
inquiry with DHS IT per-
sonnel. We observed that 
system event data is retained 
for Netware Server net-
works, Citrix servers and the 
HP9000 class servers to 
permit examination of sys-
tem events. 

No exceptions 
noted.   
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Figure 21 – Manage Operations 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 4)  System event data are 

designed to provide reason-
able assurance as to the 
completeness and timeli-
ness of system and data 
processing.  A daily report 
which contains information 
regarding the prior day’s 
scheduled processing activ-
ity is available upon request 
and provides managers 
with the status of resolved 
or outstanding processing 
issues.  

By inquiry and observation 
with EDS staff.  By inspec-
tion of a sample of daily re-
ports.  Ascertained that 
processing activity and out-
standing issue reports are 
available to managers.  As-
certained that this informa-
tion is also utilized by EDS 
in compiling the monthly 
Service Level Agreement 
(SLA) report for the State 
Auditor’s office. 

No exceptions 
noted.   

 5) End-user computing 
policies and procedures 
concerning security, avail-
ability and processing in-
tegrity exist and are 
followed. 

By inquiry with EDS per-
sonnel.  By inquiry of DHS 
IT personnel.  Ascertained 
that the State defines and 
enforces end user computing 
policies and procedures. 

No exceptions 
noted.   

 6) End-user computing, 
including spreadsheets and 
other user-developed pro-
grams are documented and 
regularly reviewed for 
processing integrity, in-
cluding their ability to sort, 
summarize and report accu-
rately.  Transmission his-
tory logs are retained for 
each transmission and are 
periodically monitored by 
management. 

By inspection of EDS Fa-
cilities Management Docu-
mentation.  By inquiry of 
EDS personnel. By inquiry 
of DHS personnel.  By in-
quiry of CBMS personnel. 
Observed that CBMS per-
sonnel do not develop end 
user programs or tools.  All 
program development is 
controlled through the 
CBMS/EDS/DHS processes. 

No exceptions 
noted.   
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Figure 21 – Manage Operations 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 7) User-developed systems 

and data are regularly 
backed up and stored in a 
secured area.  

Inspected EDS Facilities 
Management Documenta-
tion.  By inquiry with EDS 
personnel.  By inquiry with 
CBMS and DHS personnel. 
Ascertained that systems 
developed within CBMS/ 
DHS/EDS processes and 
procedures are stored on the 
appropriate servers and sub-
ject to logical controls and 
cyclical backup. 

No exceptions 
noted.   

 8) User-developed systems, 
such as spreadsheets and 
other end-user programs, 
are secured from unauthor-
ized use. 

Inspected EDS Facilities 
Management Documenta-
tion.  By inquiry with EDS 
personnel.  By inquiry of 
DHS personnel.  Ascer-
tained that systems devel-
oped within CBMS/DHS/ 
EDS processes and proce-
dures are stored on the ap-
propriate servers and 
secured by appropriate logi-
cal controls. 

No exceptions 
noted.   

 9) Access to user-
developed systems is re-
stricted to a limited number 
of users. 

Inspected EDS Facilities 
Management Documenta-
tion.  By corroborative in-
quiry with EDS personnel. 
By inquiry of DHS person-
nel.  Ascertained that sys-
tems developed within 
CBMS/DHS/EDS processes 
and procedures are stored on 
the appropriate servers and 
secured by appropriate logi-
cal controls.   

No exceptions 
noted.   
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Figure 21 – Manage Operations 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 10) Inputs, processing and 

outputs from user-
developed systems are in-
dependently verified for 
completeness and accuracy. 

Inspected EDS Facilities 
Management Documenta-
tion.  By inquiry with EDS 
personnel.  By inquiry with 
CBMS and DHS personnel. 
Ascertained that inputs and 
outputs of systems devel-
oped within CBMS/DHS/ 
EDS processes and proce-
dures independently verified 
during implementation and 
production. 

No exceptions 
noted.   

 11) Scheduling deviations 
are discussed with the State 
and/or reported by EDS and 
documented for manage-
ment review. 

By corroborative inquiry of 
EDS personnel.  By inquiry 
of CBMS personnel.  By 
inspection of monthly SLA 
reports from EDS to the 
State Auditors office.  As-
certained that deviations are 
documented and reported. 

No exceptions 
noted.   

 12) Batch jobs are run on a 
pre-determined schedule 
and tracked automatically. 

By corroborative interview 
with EDS personnel.  By 
inspection of daily job logs. 
Ascertained that batch jobs 
are scheduled and tracked. 

No exceptions 
noted.   

 13) Monitor approach to 
interface with the other sys-
tems to ensure continued 
consistency in the admini-
stration of program policy. 

By interview with EDS per-
sonnel.  By interview with 
CBMS personnel.  By in-
spection of CBMS Standard 
User Notification Proce-
dure.  By inspection of the 
CBMS Valid Values Imple-
mentation Process.  Ascer-
tained interfaces to other 
systems are considered and 
administered by imple-
mented policies and proce-
dures. 

No exceptions 
noted.   
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Figure 22 – Help Desk Operations 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that help desk tickets 
will be handled in an 
expedited manner with 
quick resolution that is 
communicated to the 
user.  The goals of the 
CBMS Help Desk 
Level 3 are to provide 
reliable, quality support 
for all users of the 
CBMS application and 
to provide responsive 
and effective support. 

1) Customer Service tech-
nicians are well trained in 
the use of CBMS and have 
knowledge of how CBMS 
works. 

Reviewed CBMS narrative 
and Service Desk Training 
Manual.  Through inquiry, it 
was verified that Customer 
Service Technicians had 
experience with the CBMS 
system from being part of 
the implementation team. 

No exceptions 
noted.  

 2) Help Desk Ticket proc-
ess is documented and 
made available to all Cus-
tomer Service Technicians. 

Reviewed CBMS narrative 
verifying process of opening 
and documenting help desk 
tickets.  Observed display of 
help desk ticket system and 
obtained hardcopy for more 
detailed review. 

No exceptions 
noted.  

 3) Help Desk staff meet 
users’ needs efficiently and 
cost effectively. 

Reviewed CBMS narrative 
verifying process of problem 
prioritization and response 
goals.  Met with Customer 
Service Manager to confirm 
process is followed. 

No exceptions 
noted.  

 4) Help Desk ticket resolu-
tion is recorded, re-
searched, resolved and 
documented as quickly as 
possible.  

Reviewed CBMS narrative 
verifying help desk process. 
Met with Customer Service 
Manager and reviewed help 
desk tickets online to con-
firm documentation of reso-
lutions. 

No exceptions 
noted.  
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Figure 22 – Help Desk Operations 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 5) Ensure efficient and ef-

fective methods of commu-
nication between all CBMS 
Users in regards to the Help 
Desk. 

Customer Service Manager 
confirmed that communica-
tion was lacking during the 
audit period.  Process is to 
close tickets if they leave 
three messages for users 
without a response.  There 
was no time period criteria 
for the three attempted con-
tacts. 

Exception noted. 

 6) Medical sites are pro-
vided with customer ser-
vice technicians through 
the CBMS Help Desk. 

Through inquiry, it was con-
firmed that Medical Assis-
tance sites are provided help 
desk support by EDS.  
Weekly meetings are held 
with EDS to sync up issues. 
The same help desk issues 
tracking software is utilized 
by both CBMS and EDS.  

No exceptions 
noted.   

 7) The Help Desk Cus-
tomer Technicians are 
knowledgeable in regards 
to Help Desk problem pri-
oritization.  Problem priori-
tization identifies the 
magnitude and scope of the 
problem and defines the 
urgency and level of re-
sources that must be ap-
plied to the problem to 
affect an appropriate reso-
lution. 

Reviewed CBMS narrative 
verifying process of problem 
prioritization and response 
goals.  Met with Customer 
Service Manager to confirm 
process is followed. 

No exceptions 
noted.  

 8) Monitor error trends 
among counties and refer to 
appropriate groups.  

Through inquiry, it was con-
firmed that tracking by 
county was not done during 
the audit period. 

Exception noted. 
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Figure 22 – Help Desk Operations 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 9) Assist with a rapid re-

sponse to a workaround 
strategy. 

Through inquiry, it was veri-
fied that system work-
arounds are communicated 
through the CBMS Portal 
and CBMS Communica-
tions. 

No exceptions 
noted.  

 10) Monitor the help desk 
methodologies and ap-
proaches. 
 

Through inquiry, it was veri-
fied that Help Desk monitor-
ing included an informal 
review process. 

No exceptions 
noted.  
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Figure 23 – CBMS Training Operation 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These Controls provide 
reasonable assurance 
that training activities 
and classes are planned 
and made available to all 
CBMS users.    

1) CBMS Trainers are well 
trained in the CBMS func-
tionality and have knowl-
edge of how CBMS works.  

Reviewed CBMS narrative 
and Service Desk Training 
Manual.  Through inter-
views, verified that Cus-
tomer Service Technicians 
had experience with the 
CBMS system from being 
part of the implementation 
team. 

No exceptions 
noted.   

 2) Ensure that CBMS users 
have an avenue to voice 
their training needs and 
these needs are met.   

Through inquiry, it was con-
veyed that requests for train-
ing were received through 
the County User Group 
(CUG), Director’s associa-
tion and Customer Service 
Manager and accommodated 
as much as possible.  Due to 
the stated crisis mode they 
were operating in it was not 
possible to meet all requests. 

Exception noted. 

 3) Ensure efficient and ef-
fective methods of commu-
nication between all CBMS 
users in regards to CBMS 
Training. 

Through observation, it was 
verified that CBMS com-
munications are posted and 
stored on the intranet (por-
tal) for access across the 
organization. Samples of 
CBMS Training schedules 
were reviewed.  CBMS 
Communication emails were 
reviewed. 

No exceptions 
noted.  

 4) Monitor CBMS applica-
tion use by CBMS users.  
Many CBMS users may be 
having a single problem 
that would warrant a train-
ing session to alleviate the 
problem. 

Through inquiry, it was veri-
fied that CBMS application 
issues are monitored and 
knowledge transfer sessions 
are created to communicate 
workarounds, resolutions 
etc.  Workarounds were in-
corporated into training. 

No exceptions 
noted.  
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Figure 23 – CBMS Training Operation 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 5) Ensure efficient and ef-

fective methods of commu-
nication between all CBMS 
Users in regards to CBMS 
Training.  

Through inquiry and review 
of CBMS communications, 
it was verified that effective 
methods of communication 
are employed. 

No exceptions 
noted.  

 6) Assist with workaround 
strategies. 

Through inquiry, it was veri-
fied that CBMS application 
issues are monitored and 
knowledge transfer sessions 
are created to communicate 
workarounds, resolutions 
etc.  Workarounds were in-
corporated into training. 

No exceptions 
noted.  

 7) Monitor the CBMS 
training methodologies and 
approaches. 

Through inquiry, it was veri-
fied that there was minimal 
monitoring of training 
methodologies and ap-
proaches that occurred.   

Exception noted. 

 8) Provide CBMS users 
with tools to help them use 
CBMS. 
 

Through inquiry and review, 
it was verified that tools are 
in place to assist with use of 
the CBMS application. 

No exceptions 
noted.  
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Figure 24 – CBMS Reports 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
These controls provide 
reasonable assurance 
that authorized reports 
change requests are pri-
oritized and completed 
in an expatiated fashion 
to serve the State and 
county users. 

1) Monitor the methodolo-
gies and approach to re-
port/data requests for users 
and other agencies.  

Obtained and inspected the 
Change Request Detail 
Document.  Monitoring oc-
curs at the Report Team 
meetings each week.  Meet-
ing minutes inspected detail 
the monitoring of outside 
requests.  

No exceptions 
noted.  

 2) Report Team is well 
trained in utilizing the 
Business Objects Tool. 

Through inquiry with man-
agement, Report Team is 
continually trained on the 
latest releases for EDS.   

No exceptions 
noted.  

 3) CBMS Reports Team 
meets user needs efficiently 
and cost effectively. 

Obtained and inspected 
various meeting minutes 
surrounding the effective-
ness and efficiency of 
CBMS Reports Team.  
Through Change Control 
Review Board and County 
User Group meetings, 
CBMS Reports Team ad-
dresses user needs.  

No exceptions 
noted.  

 4) Ensure that the CBMS 
specific lawsuit reports are 
complete and accurate.  
Report data meets the court 
direction in the type of 
CBMS data they want dis-
played on the reports.  

Obtained and inspected the 
Court Communication 
documents.  Verified 
through Report Team meet-
ing minutes that the court 
direction is being monitored.   

No exceptions 
noted.  
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Figure 24 – CBMS Reports 
 

Provided by CBMS Provided by BKD 
 

Control Objective 
 

Control Activity 
 

Testing Procedures Results 
 5) Ensure efficient and ef-

fective methods of commu-
nication between all CBMS 
Users in regards to CBMS 
Reports. 

Obtained and inspected 
meeting minutes from the 
County Users Group and 
various CBMS staff meet-
ings.  The meetings service 
as the primary communica-
tion method between CBMS 
and its users.  The commu-
nication specialist is the sec-
ondary communication 
method in place to dissemi-
nate the information within 
CBMS and the users outside 
of CBMS.   

No exceptions 
noted. 

 6) Run reports that monitor 
error trends among coun-
ties. 

Obtained and inspected the 
meeting minutes from the 
State Policy and County 
User Group.  These meet-
ings periodically contain 
discussion threads about 
error trends.  There were no 
reports produced during the 
examination period to re-
view for monitoring of error 
trends.     

Exception noted. 
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Section VI 
User Control Considerations 
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CBMS User Control Considerations 
 
This section of the CBMS SAS 70 Report is limited to services provided to CBMS users and 
does not extend to controls in effect at user locations.  The Colorado County Department of So-
cial / Human Services and Medical Assistance (MA) Sites staff interview applicants for welfare 
and medical assistance to gather information on the specific client application for the assistance 
program for which the clients are applying.  This information is input into CBMS for processing 
for 14 total high-level programs that provide benefits and services based on certain eligibility 
criteria.  All County / MA site staff are responsible for data entry of client information and au-
thorization of client benefits, which could be approved, denied or placed on pending status.  
Therefore, all County / MA site staff have the primary responsibility concerning the validity of 
information entered and used in processing. 
 
 

User Considerations 
 
Objectives to be achieved by County Departments and Medical Assistance (MA) Sites 

It is not feasible for all of the control objectives relating to CBMS functionality to be completely 
achieved through CBMS implemented controls.  While CBMS fully achieves some objectives, 
procedures performed by County / MA site CBMS user groups contribute significantly to the 
overall achievement of control objectives.  This section highlights procedures that should be con-
sidered by user organizations in order to fully achieve desired control objectives.  Other control 
objectives may be defined by the users and must be achieved solely by the user.  

User Considerations 

CBMS Client Information   

1. County / MA sites have procedures and policies in place (written) to assure that clients 
applying for assistance are processed according to the federal and state program rules 
and regulations, including the preparation of appropriate financial and non-financial 
statements and disclosures relevant to case files. 

2. County / MA sites are responsible for ensuring that client application information is ac-
curate, complete, and authorized before and after entering the client data into CBMS.   

3. County / MA sites are responsible for developing and incorporating a new business 
model to efficiently and effectively utilize CBMS functionality. 

4. County / MA sites are responsible for the cleansing of case data in order for CBMS to 
function properly and accurately for cases converted to CBMS from the legacy systems. 
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Training 

1. County / MA sites are responsible for ensuring that their employees are adequately 
trained to use CBMS. 

2. County / MA sites are expected to take advantage of the CBMS training classes on 
CBMS 101, 102, and 103, as well as training classes on Business Objects (101, 102 and 
103) and other CBMS training classes. 

3. County / MA sites are responsible for ensuring that all staff knows how to use the DHS 
portal to review current and new policy and procedures, messages, training class mate-
rial, user manuals, up to date CBMS information, and other materials that may be made 
available through the portal. 

Change Management Training 

1. County / MA sites have the responsibility to continue with in-house training on accep-
tance of the CBMS automated system that replaces many manual processes. 

Help Desk 

1. County / MAs have the responsibility to use the CBMS/DHS Help Desk Ticket Process 
to register CBMS problems. 

CBMS Claim System Specifications 

1.  County / MA site staff are responsible for ensuring that overpayments/underpayments are 
processed accurately and according to the program rules and regulations.   

2.  County / MA site staff are responsible for ensuring vendor information is recorded accu-
rately and vendor payments are paid according to the County / MA rates. 

CBMS Reconciliation 
 

1. County / MA site staff are responsible for evaluating their data entry / system inputs, re-
ports and other related CBMS user input.  Through internal management evaluation, and 
with input from the appropriate program areas, County / MA site staff ensure that recon-
ciliation processes / procedures are in place to support accurate issuance of benefits.  

Other 

1. County / MA site staff are responsible for ensuring that CBMS recommended changes be 
brought through the County User Group (CUG) to CBMS.  County and MA site staff are 
responsible for participating in the CUG and following CBMS processes for recom-
mended changes. 
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2. County / MA sites have the responsibility to properly identify those personnel who may 
request a CBMS user account be created, modified, or deleted per the process described 
in the CBMS/County / MA User Account Procedures. 

3. County / MA sites are responsible for ensuring parameters of the user account setup are 
specified and accurate prior to submission to CBMS and that such parameters are peri-
odically reviewed for appropriateness. 

4. County / MA sites are responsible for disabling user accounts due to termination of em-
ployment after a specified time period. 

5. County / MA sites are responsible for ensuring requests for application changes and 
maintenance are standardized, documented, and subject to formal CBMS change man-
agement procedures. 

6. County / MA sites are responsible for post-implementation reviews performed to verify 
application controls are operating effectively. 

7. County / MA sites are responsible for establishing user anti-virus and malicious software 
policies that instruct users on basic detection and reporting of suspected (or validated) vi-
ruses and malicious software on systems connected to the CBMS network infrastructure. 

8. Users are responsible for the balancing and transmission of daily work.  Procedures 
should be in place at County / MA sites to provide for the balancing of daily work. 

9. County / MA sites are responsible for maintaining the integrity of any connections to 
CBMS from any other network connection, (e.g., the Internet, leased line).  This should 
be achieved via the deployment of control mechanisms (e.g., firewalls, routers, switches, 
etc.) to monitor and manage traffic between the client network and the client connection 
points with CBMS. 

10. County / MA sites should maintain adequate safeguards to restrict physical access to 
computer terminals and printer output areas to only appropriate authorized individuals. 

11. County / MA sites are responsible for ensuring CBMS communications is made available 
to all staff. 

12. Counties are responsible for ensuring that CBMS reports are used to provide statistical 
information to their management and county commissioners. 
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