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Executive Summary 

 

“Errors using inadequate data are much less than those using no data at all.”  
Charles Babbage 

 

In the last few years, government at all levels has been increasing information availability and collaboration among the 
various entities in an effort to usher in a new era of effectiveness, efficiency and transparency.  Through the Open 
Government Directive of 2009, the federal government required government agencies to take immediate steps to achieve key 
milestones in transparency, participation and collaboration.  Over the last two years, Colorado has taken steps to stay on the 
forefront of this initiative by passing various laws and initiatives, such as the Transparency Openness Project System, to 
ensure a transparent and collaborative government.   

We also understand the critical nature of timely, accurate information.  Even something as simple as an inaccurate gas 
indicator in your car could cause you significant annoyance and disruption, especially if you were to run out of gas during 
rush hour.  Every day, we rely on information - from knowing the time  of day, to ensuring our new doctor is aware of all of 
our medical history.   And while accurate information is a critical component to our livelihood, combining this information in 
new ways and with new data points can create an entirely new perspective and change the way we make decisions.  

Sharing information across boundaries will improve decision-making, mission performance, and customer service.  
Additionally, centralizing governance, security and standards around the information will reduce misinterpretation of data 
and provide the structure for ongoing, secure and reusable information exchanges.  The Colorado Information Marketplace 
will create the architectural framework for those information exchanges by making data visible, accessible, understandable 
and, above all, trusted.   
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Colorado Information Marketplace 
Enabling Technology Solutions Efficiently, Effectively, and Elegantly 

Current Information Exchange in the State of Colorado 
The current environment for data sharing in the state remains disparate and misaligned.  Currently, data sharing initiatives 
are created for one time projects and there are few all encompassing agreements between agencies as it pertains to data 
sharing. Government agencies waste time, energy, and money locating and cataloging data each time a new data exchange is 
warranted, either through legislation, grants, or in order to provide intelligence for proper decision making.  Lessons learned 
from past data sharing efforts are rarely available and that lack of knowledge management drives the costs associated with 
each initiative, as well as the opportunity to misinterpret the data. 

Furthermore, several external entities, such as universities, healthcare providers and other public service based 
organizations, lack access to necessary data that could help them improve services to citizens. 

Colorado has passed some legislation in the past few years to improve data sharing.  The Government Data Advisory Board 
(GDAB) was created through HB 09-1285 with the purpose of advising the State’s Chief Information Officer on activities and 
policies necessary to developing the interdepartmental data protocols created in HB 08-1364 and ease the taxing processes of 
data sharing and exchange.  Most government agencies and some external entities are represented on the GDAB, which meets 
monthly. 

Further information on the GDAB may be found here: 

http://www.colorado.gov/cs/Satellite/OIT-EADG/CBON/1251579896288 

The GDAB has been successful in creating protocols and documentation around data sharing, but the state has yet to embrace 
the concept of reusable information exchanges.  The Colorado Information Marketplace provides a framework for these 
exchanges with the intent to move us forward in this direction.  The office of the State’s Chief Technology Officer will use the 
GDAB as a mining and feedback mechanism for gathering new requirements, information and support within the agency 
community.   

 

Colorado Information Marketplace Goals 
The Colorado Information Marketplace (CIM) has four simple goals, which align with the overall Enterprise Architecture 
Roadmap for 2011-2014. 

1. Improve information availability and interoperability within the state 

a. A consistent view of information over time 

b. A catalog of information available to state agencies, including the governance and standards around the 

information 

c. Improved availability of data that cannot be shared in its raw form, but that could be made available in 

aggregate for analysis and reporting 

http://www.colorado.gov/cs/Satellite/OIT-EADG/CBON/1251579896288
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2. Reduce costs and redundancy 

a. Standards and services for reuse 

b. Reduce capture of data when it already exists and is available 

c. Reduce training of analysts around information interpretation 

3. Increase information agility 

a. Information is available for real time reporting 

b. Catalog outlines the interpretation of the data 

c. Ability for users to access specific, custom sets of data through a self-service portal  

4. Increase information security 

a. Governance models cover the data and are consistent across databases 

b. Information security policies and practices follow industry, federal and state standards (i.e. HIPPA, FERPA) 

c. Roles Based Access Control (RBAC) around who may access and use the data 

d. Auditable information around access and reporting 

 
A Fundamental Shift around Information 
The Colorado Information Marketplaces addresses the need to shift focus from siloed data exchanges, which can be prone to 
misinterpretation, inaccuracy, and risk.  Instead, the Colorado Information Marketplace relies on existing data standards, 
such as the National Information Exchange Model and a governance model to create a reusable source of information for 
both state, local, county, city, tribal and other external entities that qualify for access and use of the data.  The CIM framework 
applies both consistency of data standards and governance for privacy and security, while improving data transparency and 
reuse.   Mission critical information empowers people to make better decisions in a real time (or near real time) environment, 
rather than waiting months or, in some cases, years to get access to the right data.  Information exchanges will benefit every 
agency with the State, which will in turn benefit every citizen.  

 

Improving the public sector through the CIM 
Providing access to information previously unavailable will transform government’s decision-making process through better 
use of analytics and reporting.  And, providing information in a more agile, user-friendly environment will give policy makers 
the right information at the right time to improve government services. 

Greater sharing of data will better serve the public with programs that reflect the highest degree of efficiency, 
coordination, and accountability. Some of the potential benefits of data sharing include:  
 
• Timely and improved access to reliable and high-quality data to inform decision-making by the Executive Branch, as 
well as the Legislature, and other governmental entities. 
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• Increased transparency, better service, and reduced risk of waste, fraud, and abuse with respect to public programs that 
will increase the public’s confidence in government.  
 
• More informed research on public policy as a result of an increased number of studies and theorems that rigorously 
analyze, and augment the understanding of state programs within government for the public at large.  
 
• Improved government efficiency as a result of more informed decision-making, collaboration and a reduction in 
burdensome, excessive, and duplicative data-collection activities.  
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Decision Framework for the Colorado Information Marketplace 
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Participation 
There are three rules for CIM participation. 

1. Any entity wishing to use the CIM is required to contribute data to the CIM except if the data is made specifically 
for public entities, then the public entities do not have to contribute back to CIM. 

a. Since some data is highly regulated and/or sensitive, an entity may only need to contribute aggregate forms 
of data and information.  See data standards and governance sections for more information on this topic. 

2. Participants control the governance of their contributed data in terms of who may access, what they may access 
and when. 

a. As regulations and legislation changes, the participants may modify any and all governance around their 
information.   

3. Participants must provide data sources, definitions data calculations, and other disclosures for correct 
interpretation and use of the data. 
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Selecting Participants 
State Agencies 
All Colorado state agencies are automatically approved to participate in the CIM, as long as they contribute some data to CIM 
and conform to state data and information security standards.  

 
Local Entities 
Local, city and county entities are included in the CIM, but must show what data they wish to access, as well as how they will 
meet the security policies set forth for the CIM, including secure access, use of data in motion and at rest, and destruction of 
data. 

 

Non Government Agencies 
Non-government entities and individuals are required to request access from the Office of Information Technology, as well as 
the specific agencies that own the data, and pass our security policies prior to being allowed access. 

The access request form may be accessed in Appendix B 

 

Security Standards 
The Colorado Information Marketplace will adhere to all policies and standards set forth by the Chief Information Security 
Officer for the State of Colorado. Any entity unable to ensure adherence will removed from the CIM. 

Policies are found here: 

http://www.colorado.gov/oit/security_policies 

Standards are found here: 

http://www.colorado.gov/oit/security_standards 

For information on access and authorization, please refer to the Data Stewards section. 
 

Data Standards 
Data standards are documented agreements on representations, formats, and definitions of common data. 

The Colorado Information Marketplace will place priority on existing standards as they exist via the following organizations:  

• National Information Exchange Model (www.niem.gov) 

• Federal Government (all agencies and departments that publish a particular standard, including www.data.gov) 

• American National Standards Institute (ANSI) (www.ansi.org) 

• Existing Reference Architectures 

 

http://www.colorado.gov/oit/security_policies
http://www.colorado.gov/oit/security_standards
http://www.niem.gov/
http://www.data.gov/
http://www.ansi.org/
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If the State must create one for any information that is not standardized, the state will publish this standard and conform to 
www.niem.gov requirements, as well as any additional standards that may form the basis for the new standard.   

NOTE:  Entities will likely have much more data than they are exposing to the CIM.  They may have hundreds of data 
points, but only a few are relevant for use by CIM.   

 

Definitions 
It is critical to have a common understanding of what is meant by data governance and stewardship and the potential roles in 
data stewardship to arrive at standard data stewardship processes. These definitions provide a framework and guidance to 
agencies in embarking on data stewardship efforts 

1. Data Governance 
 

Data Governance refers to the operating discipline for managing data and information as a key 
enterprise asset. This operating discipline includes organization, processes and tools for establishing and 
exercising decision rights regarding valuation and management of data. Key aspects of data governance include 
decision making authority, compliance monitoring, policies and standards, data inventories, full lifecycle 
management, content management, records management, preservation, data quality, data classification, data 
security and access, data risk management, and data valuation. 

2. Data Stewardship 
  

Data stewardship is the practice of managing data and providing users access to that data.  Processes 
supporting enterprise data stewardship will be based on clear, inclusive, and well-documented data architecture.  
Enterprise data should be shared widely among the primary and secondary user community with proper 
consideration to sensitivity, legal, and policy concerns that may restrict access and distribution.   

4. Data Steward Coordinator 

Selects data, policy, system stewards within their within their organizations who are responsible for 
the governance and policies around their data.  These entities (whether individual, board or other entity type) 
will address the business policies, procedures, and governance of the information. 

5. Data Steward 

An individual or staff that has data knowledge about the program.  

6. System Steward 

An individual or staff that has system knowledge about the program.  

7. Policy Steward 
 

An individual or staff that has policy knowledge about the program.  

8. Primary Data User 
 

Primary data users are the agencies, persons, or processes that tie directly to line-of-business 
functions.  Primary users are the primary reason the enterprise data is produced and are the high priority 
customers for the data.  There is often a formal agreement, contract, or mandate between the agency or group 
providing the data and the data users. For example, the Federal Highways Administration requires pavement data 

http://www.niem.gov/
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from the Colorado Department of Transportation. In this case, they can be considered primary data users. CDOT 
engineers or planners that use the data may also be primary data users. Changes of data format, type, quality, or 
products are typically driven by primary data users. 

9. Secondary Data User 
 

Secondary data users are the agencies, persons, or processes that use the data, but are not in the 
data provider’s line-of-business.  Secondary users are the entities that rely on production of enterprise data to 
support their processes, but are outside of the data provider’s line-of-business.  There is no formal agreement, 
contract, or mandate that requires the data provider to produce data for this customer.  There is no requirement on 
the data provider to change the data format, type, quality, or products based on the needs of secondary users. 

10. Data Provider 
 

A data provider is a person or organization that functions as the primary custodian and/or owner of 
a data source made accessible to a wide audience of users.  This includes organizations or persons with 
missions encompassing or requiring enterprise data collection, management, or publication.  Data providers should 
have a lead role in updating and providing enterprise data in an environment and format that can be accessed and 
used by a larger audience, with proper consideration to sensitivity, legal, and policy concerns that may restrict access 
and distribution.  A enterprise data provider should agree upon a specific level of data quality for the data that is 
going to be shared, and this level should be maintained unless there is a good reason to deviate from it, and any 
deviations should also be well documented. 

11. Data Owner  
 

A data owner is a person or organization having the responsibility and authority for an entrusted 
data resource.  Entrusted data is data that is owned by an entity that can authorize or deny access to this data, and 
is responsible for its accuracy, integrity, and timeliness, and maintenance/production of record level metadata.   
Policies, procedures, and technical processes for the accuracy, integrity, timeliness, and satisfying standards of 
metadata should be documented and widely communicated. 

12. Primary Content Provider 
 

A primary content provider is the entity that is primarily responsible for maintaining data available 
to users. This is the agency that is primarily responsible or has assumed the primary role of maintaining a given 
data set. An example of this is CDOT for roads. Most of the Primary Content Providers will arise organically based on 
agency business needs rather than being appointed or mandated to act in this role. Nonetheless as data governance 
proceeds, the agencies should be explicitly identified as Primary Content Providers. 

13. Secondary Content Editor 
 

A secondary content editor is an entity that adds content, attributes or other relationships, to the 
data provided by the primary content provider. This is often done for the entities’ individual use or needs. 
However, this function may be included the stewardship process for a data set. 
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Governance Model 
The State of Colorado data stores contain a multitude of various sensitive data, ranging from information to be open sourced 
(traffic updates) to data that must be carefully guarded (child information).  Legislation and regulations exists around much 
of the data, including Health Insurance Portability and Accountability Act (HIPAA), Family Educational Rights and Privacy 
Act (FERPA) and a multitude of other legislative regulations and policies around data sharing and governance.  Data 
Stewards will bring their recommendations to the GDAB for approval to ensure validation and verification of rules, as well as 
ensure the enterprise governance structure remains intact.   

In general, there are three questions to ask when creating a governance model around data: 

• Who may access the information and why? 
• What may they access? 
• When may they access the information? 

 

Who May Access and Why 
Access to the data should be outlined in a purpose statement, defining why the data is being published.   

As appropriate, strict access policies will be placed around data and the governing entity will have complete control over 
setting and revoking these policies.  Three primary rules are defined for Roles Based Access Control (RBAC): 

1. Role assignment: A user can exercise a permission only if the user has selected or been assigned a role. 

2. Role authorization: A user’s active role must be authorized for the user. With rule 1 above, this rule ensures that users can 
take on only roles for which they are authorized. 

3. Permission authorization: A user can exercise a permission only if the permission is authorized for the user's active role. 
With rules 1 and 2, this rule ensures that users can exercise only permissions for which they are authorized 

In accordance with the state’s security policies, users will only be granted the least amount of privileges required to do 
their work. Other permissions may be required, such as a person who can decide a change in role may not be the same 
person who can revoke that change. 

What May Be Accessed 
The data will be governed by strict policies, as necessary.  Following the State’s security policy around data classifications, the 
CIM will provide four levels of governance.  (The policy around data classifications may be found here.) 

• Unrestricted 

Data may be open sourced and used by both public and private entities without restriction.  An example is traffic 
update information.  Aggregate data may also fall into this category. 

• Level 1 

Data may be sourced with little regard to integrity or breach, but may require specific access rights for a user.  In 
general, this data is relatively unguarded.  An example is a report regarding classroom attendance for each school 
district that may only be accessed by teachers and education officials.  Certain aggregate data may also fall into this 
category. 

http://www.colorado.gov/cs/Satellite?blobcol=urldata&blobheadername1=Content-Disposition&blobheadername2=Content-Type&blobheadervalue1=inline%3B+filename%3D%22P-CCSP-011%2C+Data+Handling+%26+Disposal+Policy.pdf%22&blobheadervalue2=application%2Fpdf&blobkey=id&blobtable=MungoBlobs&blobwhere=1251656629042&ssbinary=true
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• Level 2 

Data must be restricted and accessed only by authorized personnel.  No specific legislation or policies prevent access 
to the data, but loss or breach could amount to disruption of services and distrust of the public.  An example is motor 
vehicle registration information.  This data must be protected by RBAC. 

• Level 3 

Data must be restricted and there may be significant regulation around it.  

o If the data may be joined with other data to create non-compliance with regulation (such as HIPAA or 
FERPA), then access to the data may be restricted to aggregated information. 

o If the data itself is restricted in some manner, the data may be accessed in a ‘yes/no’ way if it meets 
regulatory standards. 

o Consent of the data may be required at the individual level, as is the case for the Health Information 
Exchange.   

o Other standards and policies as required. 

 

When Can the Data Be Accessed 
Under certain circumstances, data that is restricted may be accessed.  For instance, if a child is in danger, their data may be 
exposed to a case worker requiring certain information for a certain time period.   

These types of circumstances will be taken as one-off situations until standards can be placed around them.  In general, they 
will be a combination of RBAC and Level 3 policies. 

 
Data Governance Roles 
Director of Information Architecture and GDAB 
The Director of Information Architect within the Office of Information Technology and GDAB will be responsible for defining 
requirements and standards that cross agency/entity boundaries: 

• Enterprise Policy Definition 
• HIPAA 

§ http://www.colorado.gov/cs/Satellite/DPA-DHR/DHR/1236690495451 
• HIPAA Liaisons by Facility 

§ http://www.colorado.gov/cs/Satellite/CDHS-Ops/CBON/1251580657464 
• FERPA 

§ http://www.cde.state.co.us/cdereval/Ferpa.htm 
• Privacy 

§ Individual Anonymization 
§ Aggregate Anonymization 

• Other 
• Enterprise Technical  Role Definition 

• RBAC Model - The permissions to perform certain operations are assigned to specific roles/job functions. 
§ Role assignment: A subject can exercise permission only if the subject has selected or been 

assigned a role. 

http://www.colorado.gov/cs/Satellite/DPA-DHR/DHR/1236690495451


Office of Information Technology  Colorado Information Marketplace 

13 

 

§ Role authorization: A subject's active role must be authorized for the subject. With rule 1 
above, this rule ensures that users can take on only roles for which they are authorized. 

§ Permission authorization: A subject can exercise permission only if the permission is 
authorized for the subject's active role. With rules 1 and 2, this rule ensures that users can 
exercise only permissions for which they are authorized. 

• Example roles 
§ System Administrator Role 
§ Database Administrator Role  
§ Data Analyst Role 

• Enterprise Security (in conjunction with CISO office) 
• Enterprise Access Definition 

• Onboarding 
• Offboarding 
• Redissemination authority 

• Enterprise Quality Standards 
• Data Certifications 
• Rating systems 

• Enterprise Information Exchanges 
• Reference appendix C and D and http://www.colorado.edu/pba/surveys/nondisclosure.htm 
• Process  
• MOU’s 
• Approval Forms 

• Enterprise Data Dictionary 
• Reference appendix E 

 

Data Steward Coordinator 
Each entity will select data stewards within their organizations who are responsible for the governance and policies around 
their data.  These entities (whether individual, board or other entity type) will address the business policies, procedures, and 
governance of the information.  

The data stewards are responsible for: 

• Data Standards: Adherence to established Data Standards or creating and evolving standards if none exist. 
• Data Dictionary: 

o Identification of the data elements 
o Information on interpretation of data 
o Information on how the data was collected 

• Perform Needs Assessment 
o Identify needs 
o Identify data sources 
o ROI 

• Establish and maintain a team to define processes 
o Change management 
o Standards enforcement 
o Establishing decision rights 
o Conflict management 
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• Perform data compilation and maintenance 
o Collecting data 
o Assuring data quality 

• Data Governance: 
o Credibility and quality of the data. 
o Policies and regulations that must be applied 

§ HIPAA 
§ FERPA 
§ Other regulations 

o Publishable data 
§ Data Level Definition 
§ Aggregate Rules 
§ Individual Rules 

o RBAC 
§ Roles and permissions 

o Consent Required 
• Information Exchange Requirements 

o Security 
§ Digital Certificates (required: yes/no) 
§ Message Authentication (required: yes/no) 
§ Other Security as necessary 

o Publishing Information 
o File Description 
o File Layout 
o Field Definitions 

 
Data Governance Framework – DGI Data Governance Framework™ 
Business needs drive information needs which drive technology strategies and approaches. 

People and Organization (who) 
1. Data Stakeholder – an individual or group that could affect or be affected by the data. 

a. Usual suspects IT Teams, Data Architects, DBA’s, business groups 
2. Data Governance Office 

a. Liaison to data quality, security, architecture, compliance, policy 
3. Data Stewards 

a. A person, group , organization delegated the responsibility for managing a specific set of data resources 
entrusted to them by the data providers and/or owners 

b. Two types  
i. Coordinator (data/system) 

1. Tactical 
2.  Track data source to destination 

ii. Corrector  
1. Understand the business rules and policy 
2. Fix data  

c. 5 models  - Cross Functional / Hybrid approach is most common 
i. Subject Area (Customer, product, service, geography, time) 

ii. Organization 
iii. Business Process 
iv. Application 
v. Project 
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Rule and Rules of Engagement (why and what) 

1. Data Governance Missions and Visions 
2. Focus Areas 

a. Goals, Governance Metrics and Success Measures, and Funding Strategies 
b. Metrics what is success and how do we measure 

i. If we do A, then we should expect B, with a result of C; otherwise, we should expect D, with a result of 
E. 

c. How you could fund your Data Governance Office (or its equivalent) 
i. How you could fund Data Analyst/Architecture time needed to help define rules, define data, and 

research issues that must be resolved 
ii. How you could fund Stewardship activities 

d. What protocols need to be established for Business and IT staff who 
i. Help define data 

ii. Analyze data issues 
iii. Help resolve data issues 

3. Data Rules and Definitions 
a. data-related policies, standards, compliance requirements, business rules, and data definitions 

4. Decision Rights   
a. Who gets to make the decision, and when, and using what process 

5. Accountabilities 
a. new paradigm says that, for efforts with a compliance requirement, work is not finished until you 

i. Do it 
ii. Control it 

iii. Document it 
iv. Prove compliance 

6. Controls 
a. Preventive 
b. Detective 
c. Corrective 
d. Manual 
e. Technology 
f. Automated 

 
Processes – how is data used, when and by whom 

1. Develop a value  statement use the A,B,C approach  
a. If we do A, then we can expect B, which should lead to C 

2. Prepare a road map 
3. Plan and fund 
4. Design the program 
5. Deploy the program 
6. Govern the data 
7. Monitor, measure and report 

 

Data Governance Operational Framework 
Strategy 

1. Strategy and Mission 
2. Organization and Planning 

Executed by “People” 
1. Data Governance Council (who work with) 
2. Data Stewards (to serve) 
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3. Data Stakeholders 

Through a set of integrated “Processes” 
Meetings and Communication (establishing) 

1. Decision Rights and Controls (operated via) 
2. Roles and Responsibilities 

Ensures accurate “Data” through “Policies” 
1. Data Assets (are consistent through) 
2. Rules and Standards (driven from) 
3. Policies (to ensure) 
4. Compliance (and) 
5. Data Quality (all of this monitored through) 
6. Performance Metrics 

Enabled by “Technology” 
1. Business Intelligence Applications 
2. Data warehouse and integration tools 
3. Master Data and Metadata 
4. Data Quality Tools 
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Stewardship Process 
A structure for governance of enterprise data includes a standard set of steps for stewarding data sets. This does not imply 
that a data steward should be responsible for all of these steps, but it does mean that if an agency accepts the responsibility of 
acting as a steward of a particular data set, it will accomplish at least a subset of these tasks. When this agency accepts the 
stewardship role, it will identify the level of stewardship it can accomplish by identifying which of the tasks it can complete. In 
this way, the stakeholders and users of this data set will have a clear idea of how the data is being stewarded, and this idea 
may be consistent across data sets. 
 
The steps below are categorized into logical groupings. Again, an agency stewarding data should not necessarily pursue all of 
the steps in each group, but such groups do clarify the process. Some of these steps are administrative in nature while others 
are technical. The technical steps introduce additional infrastructure resource requirements as well as personnel 
requirements. The steps may be thought of as increasing levels of maturity in stewarding data from basic coordination types 
of activities to full data integration. The steps in data stewardship are: 
 

• Perform a needs assessment including identifying needs, data sources, return on investment and clarifying the value 
of data assets and data 

• Establish and maintain a team to define processes for change management, standards enforcement, establishing 
decision rights, conflict management and pool funding and acquire grants. 

• Perform data compilation and maintenance potentially including collecting and centralizing data, assessing the 
quality of data, compiling data into single data sets and integrating edits to data on an ongoing basis. 

• Support data distribution potentially by publishing data to a clearinghouse but also by providing adequate 
descriptions of the data, its recency and managing risk related to the data. 

• Identify data governance policies and standards appropriate for data sets. 
 
These steps do not necessarily have to be pursued sequentially. That is, the last two steps in the list may be performed at any 
time. However, the first two steps listed should be the first tasks undertaken when engaging in stewardship of a data set.  

In actuality, the ongoing process of stewarding data will involve all of these steps in a continuous cycle.  That is, the needs for 
a data set are identified followed by data collection and integration and then ongoing compilation and maintenance of the 
data.  

Need assessment 
Identify the need for and status of a data set. 

1. Identify Stakeholders – who are the data providers and consumers? 
2. Identify needs – identify the business need and business objective for different stakeholders. 
3. Identify data sources 
4. Calculate investment in data assets and data – total cost for collecting, managing, maintaining, and using the data. 

Establish and maintain a team 
1. Governance groups  

a. Stakeholders  
b. Data governance group 

2. Change Management  
3. Standards enforcement 
4. Establish decision rights 
5. Conflict management 
6. Pooled funding and grants 
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Data Compilation and Maintenance 
1. Collect and centralize storage 
2. Quality assurance and Quality control or data 
3. Compile data into a single data set 
4. Integrate edits to data 

Distribution 
1. Data description 
2. Recency of Data 
3. Risk management and data security 

Data Governance and Standard Process 
1. Aligning goals and benefits 
2. Collect, choose, review, monitor standards 
3. Align policies and standards (bottom up) 
4. Implement policies and standards 
5. Review, approve and monitor polices 
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Publishing the Information 
The Colorado Information Marketplace will follow the standard set by www.data.gov. 

 

 

 

Metadata 
Metadata describes the data, where and how it was gathered, and information about whom and how to access it, as well as 
other pieces of information that may be helpful for an entity attempting to use the information. 

First, the data set will be catalogued onto the website and include: 

• Type 

• Agency (dropdown) 

• Level 

• Data Dictionary 

• Name of Data Set 

• Description 

• Category (dropdown) 

• Keywords (for search) 

http://www.data.gov/
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• Information about data access 
o Web Service 
o Downloadable (with description of format) 

• Description 
o Date 
o Type and reason for creation 
o Interpretation 

• Permissions 

• Data licensing 

• Agency 

• Sub-agency 

• Date Released  

o If web service, then date of service release and versions 

• Last Updated 

• Time Period 

• Frequency of Update 

• Type of Restrictions 
o FERPA 
o HIPAA 
o other 

• Unit of Analysis 

• Granularity 

• Coverage 

• Collection Mode 

• Technical Documentation 

• Data Quality Certified 

• Privacy and Confidentiality 

• Data Quality Guideline Certification Website 

Data Set 
Downloadable Raw Data 
This data is uploaded into the marketplace and may be accessed by parties with the correct access and user rights.  This data 
constitutes a ‘point in time’ snapshot of the data.  The format of the data will be easily accessible by those downloading it and 
should be one of the following with few exceptions: 

• CSV, comma delimited 
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• Pipe delimited 

• XML 

 
Frequencies for updates may be one time, daily, weekly, monthly, yearly, or any timeframe that makes the most sense for the 
data. 

 

Real Time Access 
Critical data may require real time access, such as Healthcare Information.  Web Services will be provided to users with 
access rights to the data.  Level 0 and 1 data do not have restrictions. 

These services will be provided using industry standards around the services and should conform to the following as closely 
as possible or use like security and technology: 

• Security Assertion Markup Language (SAML) 2.0 and above for authentication for Level 2 and 3 data or other 

approved industry standard 

o http://saml.xml.org/wiki/saml-introduction 

• eXtensible Access Control Markup Language (XACML) for access and policy management as necessary 

• SOAP, REST or other industry standard 

• Encryption (SSL, HTTPS) 

Entities supporting the data should ensure its accuracy. 

More information regarding web services can be found in the Enterprise Architecture Roadmap 2011-2014.   

 

Other 
Entities may wish to publish their own data and merely use the state’s website to catalog the information and give users a one 
stop shop.  Some states have adopted a data store model where they create small data stores with only publishable, relevant 
data that can be made available to other entities.  Others have created web services for access. 

 

Sustainability 
The Government Data Advisory Board has proposed a fee based structure for certain types of information.  Once this is 
approved and posted, a link will be included here.  This fee will be used to cover basic expenses of standing up the software, 
maintenance costs and the like. 

Grants and government incentives will also drive the sustainability model for software and hardware maintenance.  However, 
the CIM will be completely reliant on the participation of various entities to ensure catalogues and data sets are kept up to 
date.  

http://saml.xml.org/wiki/saml-introduction
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Conclusion 
Information sharing and interoperability has become ubiquitous in the private sector over the last few years, with the ability 
to create new technologies by ‘mashing up’ data that was previously unavailable and disintegrated.  For example, The 
Huffington Post is essentially a news aggregator, mashing up various blogs and news feeds.  Google maps is being used to 
map everything from real estate availability to urgent care centers and the credit card industry is made up almost entirely of 
information exchanges.  Every day more information is available and being used in creative and innovative ways.  Access to 
information, not just data, creates competitive advantage for any entity looking to improve its services. 

The Colorado Information Marketplace is the public sector answer for information exchange and interoperability.   
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Appendix A: DGI Data Governance Framework™ 
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Appendix B: Data Governance Operational Framework 
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Appendix C: Sample Data Access and Use Request Form 
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Appendix D: Sample Data Privacy Checklist 
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Appendix E: Sample Entity Data Privacy Checklist 
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Appendix F: Sample Data Sharing Agreement 
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Appendix G: Sample Data Policy 
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Appendix H: Sample Interagency Agreement 
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Appendix I: Sample Memorandum of Understanding Agreement 
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Appendix J: Sample Data Dictionary 
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Appendix K: HIPAA BA Interagency MOU  
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Appendix L: Data Governance Road Map  
 

§ Defining Governance focus area 

§ Creating the Governance Team 

1. Start small 

2. Find a cross-section of stakeholders 

3. Find the personnel who really understand the data 

4. Understand where problem areas may be in the data by listening to stakeholders and stewards 

5. Vet all final decisions 

§ Integrating Data Stewardship into a Data Governance Program 

§ Creating the Governance and Stewardship Project Plan 

§ Constructing Appropriate Governance Documents 

§ Identifying Data sets and Meta Data Sources  

§ Planning the Maintenance of a Data Governance and Stewardship Program 

§ Future of Data Governance and Stewardship 

 


